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Abstract

In many cases, users of online applications and services consciously and willingly hand over personal data to obtain a bet-
ter service or a price reduction. This action assumes —nominally — that they behaved rationally, estimating and comparing
benefits and costs (the potential use of their data and to whom it might be given). People have different perceptions about
the benefits that result from handing over personal data. This article investigates the factors that influence this differing
perception and concludes that those who are addicted to the internet, whose confidence has not been damaged in the past,
with less knowledge, and who are more active on the internet are prone to perceive a greater benefit.
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Resumen

En muchas ocasiones, los usuarios de aplicaciones y servicios en internet ceden consciente y voluntariamente sus datos
personales para obtener una mejora en el servicio o una reduccion en el precio. Esta accion implica, en principio, que han
seguido un comportamiento racional calculando y luego confrontando los beneficios que se les ofrecen y los costes impli-
citos (el uso potencial que de sus datos pueda hacerse). La percepcion del beneficio derivada de la cesion de informacién
personal no es igual para todos los individuos. Este articulo investiga los factores que la determinan y concluye que son mas
proclives a percibir mayor beneficio los mas adictos a la Red, los que no han perdido su confianza por haber sufrido en el
pasado algun incidente desagradable en internet, quienes menos conocimientos tienen, y quienes desarrollan una mayor
actividad online.
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1. Introduction and damage and act accordingly: be more likely to reveal
data when the positive overcomes the negative or otherwi-
se take action to protect their privacy. In other words, this
calculation of how “profitable” it is to reveal data should
have an influence on their behaviour. In any imaginable pos-
sible situation, the inconvenience associated with transfe-
rring data is always the same: a potential invasion of privacy.
On the other hand, the benefits are varied and range from
the psychological or relational (in the case of social networ-
ks) to the attainment of an improved service, in particular by
the adaptation possible when tastes and needs have been
provided.

The ease with which we reveal information about ourselves
is one of the most profound social changes that have oc-
curred (or better, are occurring) in recent years. In a world
in which all kinds of relationships, including personal ones,
are developed more and more by telematic means, absolu-
te anonymity becomes a utopia because in this activity it is
almost impossible not to leave any trace of who we are and
what we do. This information can be collected (and often
is, especially by companies) without us being aware of it.
However, on many occasions we are the ones who give data,
we even give more data than would be strictly necessary for
a simple exchange to occur. This last case is the one that interests us in this article, whose
objective is to conclude if the usefulness derived from per-
sonalised services and applications is perceived by the users,
and if this influences their attitude towards revealing private
information or not. For this we use data obtained from a
survey conducted in September 2016 with a representative
cross-section of the Spanish Internet user. This work is part
of the research area that for just ten years has been study-
ing the behaviour of users with respect to the protection of
their privacy on the internet, and it is structured as follows:
the next section reviews this bibliography, specifically the
one related to the “privacy calculus”; in the following sec-
tion the methodological aspects of the study are presented,
In the case of the transfer of personal information, this  then the results, the discussion of the results, and finally the
hypothesis means that individuals should confront benefits  conclusions derived from this discussion.

Obviously, all behaviour has a cause. It seems clear that
conscious and voluntary acts carry a reward of varying kinds.
And also that this reward overcomes the potential inconve-
niences that such an act could entail. This is at least in a sce-
nario of rationality in which the individual is able to identify
benefits and harm. That scenario is more likely depending
on the frequency of the action in question. Accordingly, if a
few years ago the users of services and applications on the
Internet were not able to assess the scope of their actions,
today a good part of them are expert enough to be able to
assume that they are in a position to assess them.
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2. Profitability of revealing personal
information: associated (rational) behaviour

Information has value. As does (and very much so) personal
information, as it has been key to the marketing for more than
half a century. The knowledge of who is “on the other side”
makes companies and businesses capable of offering products
and services adapted to, and therefore more useful to, the
client. The digitalisation of economies and societies has not
changed the concept, but it has taken it to a new dimension,
since data collection is easier and more constant and its exploi-
tation is carried out with much more powerful tools.

The digitalisation of economies and so-
cieties has made the collection of data
easier and more constant, and this data is
exploited with much more powerful tools

Although the study of the use and value of personal infor-
mation began more than fifty years ago (see the historical
review by Gémez-Barroso, 2018), the behaviour of users in
this scenario has already begun to be examined in the 21
century. This behaviour is guided by a complex set of fac-
tors, different for each individual and with different effect in
each situation, and also mediated by heuristics and cogniti-
ve biases (see Acquisti; Brandimarte; Loewenstein, 2015).
This determines that, since the first studies, the rationali-
ty of many of the behaviours related to the disclosure of
personal information has been doubted (Acquisti; Gross-
klags, 2005). In fact, a reflection of this apparent irrationa-
lity, known as the “privacy paradox” (what individuals say
they would do does not match what they actually do), has
dominated much of the research agenda (Kokolakis, 2017,
quotes more than 50 works in his bibliographical review).
However, the weighting of advantages and disadvantages
associated with the voluntary disclosure of personal data
(in economic terms, benefits and costs), something that a
rational user would do, forms part of many of the models
that have tried to understand this behaviour. This is called
privacy calculus.

This concept was initially introduced as calculus of beha-
viour, by Laufer and Wolfe (1977), obviously, given the
date, referring to the behaviour in the real world. Culnan
and Bies (2003) investigated the idea, stating that in their
behaviour as consumers, individuals perform a kind of
“cost-benefit analysis” when they must make a conscious
decision about whether or not to give up data. Dinev and
Hart (2006) are credited with having transposed the con-
cept to the behaviour of individuals on the Internet, al-
though, despite the title of their work, they do not compa-
re benefits and disadvantages but what they call inhibitors
and behaviour promoters, including the latter trust and
control over the information provided and not the specific
benefits derived from the transfer of information. Subse-
qguently other works have continued to use the concept
purposely highlighting it (Li; Sarathy; Xu, 2010; Xu et al.,
2009; Keith et al., 2013; Wang; Duong; Chen, 2016; Zhu et
al., 2017) but more usually hiding it inside more complex
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models as a piece that alongside other pieces (such as at-
titude, trust, perception of control, adherence to explicit
or subjective norms) tries to respond to the behaviour of
individuals.

In any privacy calculus, the cost is evident: data felt as be-
longing to the personal sphere is transferred and there are
an associated risk that the use made of these data will gene-
rate discomfort or upset in the future.

The list of benefits is, on the other hand, broader. Hui, Tan
and Goh (2006) include the following:

- the gain of time or money, the improvement of self-es-
teem and adherence to social norms as extrinsic benefits
(a means to obtain other objectives);

- pleasure, novelty and altruism as intrinsic benefits (an
end in themselves).

It seems clear that the disclosure of personal data basically

falls into the first category. It is more useful for our purpo-

ses, therefore, Morton’s classification (2014), which divides

the benefits cited by the participants in a reference group

into:

- tangibles: cash payments, cheaper products and services,
cost savings;

- intangibles: recommendations, advice on style, ease of vi-
siting shops or portals, removal of the need to reintroduce
bank card details, social benefits, socialisation.

How individuals perceive these benefits in a general way
is a rarely-studied subject. The most common research in
the bibliography measures the effect of offering a concrete
benefit in a given situation. Usually, participants in experi-
ments or studies are presented with two scenarios and one
of them incorporates an improvement or advantage.

If we restrict ourselves to tangible benefits, we can refer to
experiments on the personalisation of applications or servi-
ces carried out by Chellappa and Sin (2005); Ward, Bridges
and Chitty (2005); Sheng, Nah and Siau (2008); Li and Unger
(2012); Mothersbaugh et al. (2012); Sutanto et al. (2013) or
Kobsa, Cho and Knijnenburg (2016).

The effect of monetary incentives has been analysed by Hu-
berman, Adar and Fine (2005); Cvrcek et al. (2006); Taylor,
Davis and lJillapalli (2009); Premazzi et al. (2010); Carrascal
et al. (2011) or Steinfeld (2015).

Many of these studies conclude that individuals respond po-
sitively to incentives, that is, when faced with the offer of a
certain advantage, the decision about how much informa-
tion to disclose will change.

The results of these works are always general. Due in many
cases to limitations of the study itself (frequently all partici-
pants are students, particularly in the case of laboratory ex-
periments), the fact is that none of them has researched the
profile of those who are more inclined to exchange personal
information for a better (or cheaper) service. It is the main
objective of this article. To achieve this, an open survey was
conducted with no restrictions on the participation of any
person (with a single condition that would ensure the use
of a potentially personalised service: the regular use of the
Google search engine).
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3. Perception of benefit: model and results

3.1. Methodology

In September 2016, 1,650 individuals aged 16 and over en-
rolled in the database of a market research company com-
pleted an online survey on their behaviour, attitudes and
perceptions regarding the transfer of personal information
to service providers and applications susceptible to being
personalised. Having been the invitation sent to several
thousand people from the database, the participation was
controlled by sex, age and autonomous community of res-
idence so that they would respect the percentages of the
profile of the Spanish Internet user established in the latest
available version of the Survey on equipment and use of in-
formation and communication technologies in the homes of
the National Institute of Statistics (Instituto Nacional de Es-
tadistica - INE) of Spain. The distribution by sex was exactly
50% while the distribution by age was as follows:

- 12.97% under 24 years old;
- 21.52% between 25 and 34;
- 27.27% between 35 and 44;
- 21.27% between 45 and 54;
- 12.36% between 55 and 64;
- 4.60% over 64 years old.

Rigorous criteria were applied to identify and rule out po-
tentially invalid answers (incomplete surveys, completed in
less than one third of the average time, or an excessively
quick first response in any of the sections), which left the
number of responses used at 1,436. The survey contained
a block entitled “Perception of benefit” with seven ques-
tions and five levels of response, and also 57 questions that
served to define the participants not only in socioeconomic
terms but also in terms of their activity on the Internet. A
questionnaire of 10 true / false questions served to ascer-
tain the users’ real knowledge about the management of
personal data and its commercial use on the Internet.

Table 1 presents the seven questions that evaluated the be-
nefit that individuals perceive when they disclose data. The-
se are questions elaborated by the authors, since no direct-
ly usable antecedent was found in the bibliography. In the
works that reveal which questions were used to assess the
usefulness of the data transfer, those questions are always
linked to a specific service and benefit and therefore they
are not useful for a generic evaluation. That said, some of
these questions have been adapted to the purpose of this
article (specifically some of those used by: Chellappa; Sin,
2005; Xu et al., 2009; Dinev et al., 2013; Kehr et al., 2015).
The five answers that were presented were assigned a value
of 0 to 4; after summing up, the respondents were classified
into three levels, taking the values 7, 20 and 28 as the upper
thresholds in each category:

- those who do not (or hardly) perceive benefit in revealing
personal information;

- those who perceive a moderate benefit;

- those who perceive a relevant (or a great) benefit in what
they obtain in exchange for their data.

The variable “Perception of benefit” was taken as a depen-
dent variable in a multinomial logistic regression model.

Table 1. Survey. Block questions “Perception of benefit”

When you reveal personal information you
get a service adapted to your needs

When you reveal personal information you
get a free service

When you reveal personal information you
save time in the next visit Completely agree
Agree

Undecided

In disagreement

In total disagreement

When you reveal personal information you
get personalised offers

When you reveal personal information you
can receive money or discounts on the price

When you reveal personal information you
get additional services and/or contents

When you reveal personal information your
internet experience improves

Table 2. Survey. Block questions “Internet and mobile phone addiction”

Do you find yourself that you have been connected

to the internet for longer than you intended to?

Do you find that people close to you complain about

the amount of time you spend on the internet?

Does it bother you if someone interrupts you when

you are on the internet? Very often

When I'm bored, | use my mobile phone Quite pften
Occasionally

| use my phone in situations where, without being Very rarely

dangerous, it is not appropriate to do so (while Never

talking to other people, etc.)

| use my phone in situations where it can be dange-

rous (while driving)

When | wake up in the morning, the first thing | do is

see what's new on my phone
Definitely

| feel lost without my phone - | would go home im- \Ff(;}l;el)lll;le'y

mediately if | realised that | had forgotten to take it y
Very unlikely
Never

Source: Questions taken from the internet addiction test (Young, 1998) and
the mobile phone dependency test (Chéliz, 2012)

Table 3. Survey. Block questions “Precedents related to privacy”

Have you ever been robbed or lost your phone?

Has another person ever had access to the contents of your
computer or telephone and had given you the feeling that
your privacy had been violated?

Have any of your internet or email accounts ever been
hacked?

Has your credit card ever been used fraudulently after making

; Yes
an online payment?

No

Have you ever been annoyed about the use of your personal
data by a company or website?

Have you ever been annoyed about a message about your
personal life or about a picture of yourself being uploaded by
others without your consent?

Have you ever been annoyed about receiving ads which are
“too personal”?

Source: Questions developed by the authors
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As possible independent variables, the following were ve-

rified:

- socioeconomic factors: gender, age, couple situation, educa-
tional level, employment situation, income, urban characte-
risation of the place of residence, number of books read;

- basic aspects of Internet connection habits: device, num-
ber of hours connected, years using smartphone, types of

application;

- activity on the Internet: questions about Internet usage;
- activity in social networks and other platforms: questions

about frequency and type of interactions;

- degree of addiction: self control, discomfort due to being
disconnected (table 2);
- precedents related to privacy: occurrence of dangerous or

unpleasant incidents (table 3);
- knowledge about the subject (table 4).

The analysis began by estimating the validity and reliabili-
ty of the questionnaire. Predictably, reliability increased by
dispensing with many closely related questions, in particu-
lar many of those included in the “Basic aspects of inter-
net connection”, “Internet activity” and “Activity on social
networks and other platforms” groups. The analysis was
carried out with the help of the statistical package SPSS,
which was also used for the rest of the operations. Once
the questionnaire was validated, the logistical regression
model chosen was that of “successive steps”, not ruling out

Table 5. Results of the model

Privacy calculus: Factors that influence the perception of benefit

Table 4. Survey. Block questions “Real knowledge”

The main source of income for social networks is
donations and contributions from users.

companies.

If a page publishes its privacy policy, it means that
personal information cannot be shared with other

established

Companies are not allowed to keep the phone num-
ber from which a mobile internet session has been

browsing the web

If you visit webs and blogs about gardening you
might start to see ads related to gardening when

When certain brands (household names) of tele-
phones or computers are used, personal information

about users

is safe True
Thei ites of public administrati d False
e internet sites o public a ministrations an | don’t know

governments are not allowed to collect information

A cookie is information stored on the computer by a
web page so that the user’s activity on that page can
be remembered in the future.

Companies could automatically explore the content
of email or other forms of communication in order to
present“most relevant ads”

where one is

If the place from which one connects is not revealed,
there is no way (even approximate) of knowing

When I'm on a social network, the ads that | see are the
same as any other member of the network can see

B (Standard error)®i¢

95% confidence interval
for odds ratio

Lower bound| Exp(B) |Upperbound
Perception of medium benefit vs. perception of no/little benefit®
Constant 3.296 (0.612)***
Age -0.076 (0.058) 0.827 0.927 1.039
Activity - Online purchase -0.071 (0.085) 0.788 0.931 1.101
Addiction (joint variable) -0.226 (0.098)* 0.659 0.798 0.966
Background (joint variable) 0.317 (0.102)** 1.125 1.373 1.675
Knowledge (joint variable) -0.202 (0.071)** 0.711 0.817 0.939
Time in social network -0.074 (0.075) 0.802 0.929 1.075
Gender=Man -0.108 (0.149) 0.670 0.897 1.201
Gender=Woman 0
Perception of great benefit vs. perception of no/little benefit®
Constant 3.795 (0.834)***
Age -0.089 (0.089) 0.768 0.915 1.090
Activity - Online purchase -0.531 (0.114)%** 0.470 0.588 0.734
Addiction (joint variable) -0.737 (0.142)*** 0.362 0.478 0.632
Background (joint variable) 0.536 (0.151)*** 1.272 1.709 2.297
Knowledge (joint variable) -0.433 (0.104)%** 0.529 0.648 0.795
Time in social network 0.200 (0.122) 0.961 1.221 1.552
Gender=Man 0.311(0.224) 0.879 1.365 2.118
Gender=Woman 0

2The reference category is Perception of no / little benefit
-R?=0.119 (Nagelkerke). Proof of likelihood ratio x*(14) = 140.187, p < 0.001
-Significativity * p < 0.05, ** p < 0.01, *** p < 0.001

Source: Questions developed by the authors

possible interactions between
variables. The “main effects”
of all the variables selected in
that case and also all the possi-
ble interactions of the variables
taken in pairs were considered
in each attempt. As a method
of inclusion by steps, “forward
entry” was selected. There was
no automatic process to select
the independent variables con-
sidered in each attempt, but the
authors repeated the procedure
for all feasible sets. Some varia-
bles were taken both separately
and together (establishing, for
example, a single variable of ad-
diction, background or knowle-
dge). The standard criteria of
the program on maximum ite-
rations and convergences were
maintained.

After this process, the model
whose fit presented better accu-
racy was selected, considering
the logarithm of the likelihood
and the pseudo-R? statistic. This
model, which does not contain
any effect of interaction be-
tween variables, obtains the re-
sults presented in table 5.
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3.2. Analysis of results

The first part of table 5 shows the estimates of the indivi-
dual parameters for the moderate benefit category when
compared to the reference category (zero or scarce benefit).
The interpretation of these effects is as follows:

- The joint background variable (formed by the sum of the
answers to the questions presented in table 3 added in
three levels) is statistically significant. Since a higher va-
lue of this variable corresponds to a lower number of in-
cidents, a positive B coefficient indicates that the fewer
incidents that have occurred, the more likely it is that it
is considered moderately beneficial to disclose data. The
odds ratio (or probabilities or opportunities) is 1.373
which means that the probability that someone considers
that it is moderately beneficial to disclose their perso-
nal data is increased by that factor for each level that is
promoted in the background scale (which as said, grows
toward the zero level of incidents or anger).

- The joint variable of knowledge (formed by the sum of
the answers to the questions presented in table 4 added
in five levels, assessing a correct answer as +1, an error
as -1 and “l don’t know” as 0), is also significant. If the
variable grows in the direction of “more knowledge” then,
given the negative sign, it is more likely that revealing data
is considered moderately beneficial the less knowledge
one has. The odds ratio is 0.817 which means thatitis 1/
0.817 = 1.244 times more likely that whoever is in a given
level of knowledge is in the category of moderate benefit
perception compared to who is in the next level (and has
greater knowledge).

- The joint variable of addiction (formed by the sum of the
answers to the questions presented in table 2 added in
five levels) is, although to a lesser extent, still significant.
As in the case of the background, the variable grows in the
sense of less addiction, which means that the more addic-
ted, the more the probability of considering moderately
beneficial disclosing personal data increases (in particular,
it is estimated that the probability varies by 1 / 0.798 =
1.253 times for each level that is increased).

On the other hand, the second part of table 5 shows the es-
timates of the individual parameters for the relevant benefit
category when compared with the reference category (zero
or scarce benefit). The interpretation of these effects in this
case is as follows:

- The joint variables of addiction, background and knowle-
dge are highly significant. The meaning is the same as that
described above, but in all cases the effect is reinforced
(estimate of variation of probabilities by increasing one
level: 1.709 for background, 1 / 0.648 = 1.543 for knowle-
dge, 1/0.478 = 2.092 for addiction).

- The online shopping variable is also highly significant. As
the scale of responses began at “every day”, the higher
the level, the lower the frequency of purchase. The nega-
tive sigh means then that the less you buy, the lower the
probability of perceiving a relevant benefit (according to
the odds ratio, the probability is reduced by 1 / 0.588 =
1.700 per level).

In neither case (neither when the perception of benefit is
moderate nor when it is relevant) is gender or age signi-
ficant. The number of years that a profile has existed in a
social network is close to the significance in the level of re-
levant benefit, but without reaching it. Other variables such
as income, educational level, characteristics of the place of
residence or family profile are also not significant (nor have
they figured in any alternative model evaluated).

4. Conclusions

The fact that personal information has become an asset
with enormous economic value for companies is something
that is beyond doubt. Their clients, however, are not mere-
ly passive subjects and victims: their data is also necessary
to personalize applications and services, and make them
more useful and attractive (Gémez-Barroso; Feijéo, 2013).
Knowing who they value, and how much they value, these
potential benefits are a key issue for the companies them-
selves (which seems obvious) but also for those responsible
for designing and carrying out policies to protect privacy,
because no policy can be effective if one does not know
(and adapt to) the social reality in which it is applied.

The results of this article indicate that the perception of be-
nefit obtained when consciously revealing personal data to
Internet applications and services is not mediated by socioe-
conomic characteristics. On the contrary, the characteristics
of individuals as Internet users is what counts. In particular,
those who seem more likely to perceive greater benefit are:
those most addicted to the Internet, those who have not
lost their confidence because they have experienced some
unpleasant incident on the Internet in the past; those who
have less knowledge; and those who develop a greater onli-
ne activity (they are used to buying or have been registered
in a social network for a longer time).

These results, as anticipated, are relevant for companies (to
know who or how they run their campaigns) but also for the
design of policies. In this sense, it is particularly interesting
to note that those who have less knowledge about how they
are treated and how their data is managed may have a di-
sadvantage when it comes to valuing benefits and costs or
are simply more inclined to value the personalisation of ser-
vices and applications. The results also have value for future
research by showing that the usage categorisation of parti-
cipants in a survey or study, carried out with socioeconomic
parameters, is not sufficient and must be completed with
factors of presence in and use of the Internet.

This article has, of course, limitations that may qualify the
extension of its conclusions to other contexts. Although
studying the perception of benefit without linking it to any
pre-established situation has undoubted interest, it does
not fail to obtain general results. However, in each specific
situation (a specific service offered by a particular provider
at a given time) the valuation may be different and it is more
than likely that variables such as the type of service, trust
in the provider or even the time of day or the place whe-
re it is accessed became relevant. After all, the concept of
privacy is multidimensional, evolving and dependent on the
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environment, so there is no framework or theory capable
of coherently explaining the enormous variety of situations
and behaviours. Abundant in this last aspect, the privacy
calculus assumes a rational behaviour of the individual; this
implies that it is able to independently assign a value to risk
and potential benefit and then compare them (Keith; Babb;
Lowry, 2014). It is not always the case. As warned when
presenting the concept of privacy calculus, individuals, con-
fronted with the decision to give or not to give their data,
can act (and do frequently act) in an inconsistent or even
irrational way. Assuming all of the above, the interest of any
advance in understanding of a phenomenon whose social
and economic significance is becoming increasingly evident
is undeniable.
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