
El profesional de la información, 2018, enero-febrero, v. 27, n. 1. eISSN: 1699-2407     19

ARTÍCULOS
PRIVACY CONCERNS ABOUT 
INFORMATION SHARING AS TRADE-OFF 
FOR PERSONALIZED NEWS
Preocupación por la privacidad a la hora de compartir 

información a cambio de noticias personalizadas

Idoia Portilla
Idoia Portilla holds a PhD in Economics and Business Administration from Universidad de Nava-
rra, where she currently is a lecturer in the Department of Media Management at the School of 
Communication. Her areas of research are audience research, ethics and methodology in new 
marketing research, and the effects of new media on traditional media. She is Chair of the Profes-
sional Standards Committee of Aedemo (Asociación Española de Estudios de Mercado, Marketing 
y Opinión).
http://www.unav.edu/web/facultad-de-comunicacion/idoia-portilla
https://orcdid.org/0000-0002-2504-868X

Universidad de Navarra, Facultad de Comunicación, Dpto. Empresa Informativa
Edificio Bibliotecas. 31080 Pamplona (Navarra), Spain

iportilla@unav.es

Abstract
In order to personalize news, the media must collect data from the audience. Media can establish a “datawall” for this 
task, which requires readers to share information to benefit from these valuable services. However, this may mean the loss 
of anonymity, and audience members may feel they are placing their privacy at risk. In this research, using data from the 
Digital news report 2016, we observe that online news audiences in Spain are worried about the privacy risks related to 
accessing personalized news. Their level of concern varies depending on demographic characteristics or how they access 
digital news. Media companies should take audience concerns into account because they do not want to lose audience trust 
in the process of capturing personal information for big data strategies.
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Resumen
Los medios de comunicación pueden establecer un muro de pago con datos (datawall) solicitando a los lectores que com-
partan información a cambio de beneficiarse de servicios como recibir noticias personalizadas. Sin embargo, esto puede 
significar la pérdida de anonimato, y los miembros de la audiencia pueden sentir que están poniendo en riesgo su privaci-
dad. En esta investigación, utilizando datos del Digital news report 2016, observamos que las audiencias de noticias online 
en España están preocupadas por los riesgos de privacidad relacionados con el acceso a noticias personalizadas. Su nivel 
de preocupación varía atendiendo a sus características demográficas o a cómo acceden a las noticias digitales. Los medios 
de comunicación deben tener en cuenta estos resultados ya que la obtención de datos personales es esencial para imple-
mentar estrategias de datos masivos (big data), pero si no se realiza adecuadamente puede suponer perder la confianza de 
la audiencia. 
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1. Introduction
Every time a person accesses online news they leave a digi-
tal trail that the media can gather and analyze. The media 
can know the content that people find more interesting, 
when or how they use it, and offer personalized services 
and applications, making the content more attractive to the 
audience (Gómez-Barroso; Feijóo-González, 2013; Evens; 
Van-Damme, 2016) and, therefore increasing revenues. 
Media can also sell the information to advertisers, who 
can benefit from the information as well (Gómez-Barroso; 
Feijóo-González, 2013; Lee, 2016; Mulhern, 2016; McStay, 
2017). All this information is big data and the media can mo-
netize it (Nelson; Webster, 2016). 

The value of the information increases with the inclusion of 
personal data. The “datawall”, which requires information 
to access services (Evens; Van-Damme, 2016), can provide 
this personal information. But this wall creates a dilemma 
for the user: although they can receive personalized servi-
ces tailored to their interests, they lose their privacy in re-
turn (Evens; Van-Damme, 2016).

This paper aims to observe if news readers in Spain are wi-
lling or unwilling to take risks in terms of their privacy in ex-
change for receiving personalized services from the media. 
We use the 2016 data of the Digital news report. 
http://www.digitalnewsreport.es

The results of this study will include recommendations for 
media companies considering big data strategies. 

2. Digitalization, data and media
Digitalization has boosted data generation and personal in-
formation has become a commodity to be traded because it 
holds monetary value (Llorca-Abad; Cano Orón, 2016; Mai, 
2016b). Nowadays, data can be used as a currency in digital 
business models (Evens; Van-Damme, 2016). Personal data 
is bought, sold, and traded among firms (Acquisti; Taylor; 
Wagman, 2016). And experts predict that incentives to mo-
netize personal data will increase in the future (Lee, 2016). 

Companies know the value of data and collect it in many 
ways. The most used methods of capturing data are on-
line tracking cookies and website pathing (Forbes Insights, 
2013), which confirms the relevance of internet use as a 
data source. Computers, mobile phones, tablets, and other 
technologies track all the activities in which internet users 
engage (Mai, 2016a; McStay, 2017). And each individual’s 
activity, and the information they disclose, can be record-
ed, making it shareable and giving it commercial value (Jør-
gensen, 2016). We are already in the era of big data and, in 
the future, the number of connected devices will increase so 
that datafication might include “everything” (Mayer-Schön-
berger; Cukier, 2013; Sánchez-Alcón; López-Santidrián; 
Martínez, 2015; McStay, 2017). 

Media industries are well-positioned to capture big data 
from their digital offerings (Napoli, 2016). In the case of 
news, media organizations can trace how their audience 
follows its content, where they read it, the success of head-
lines, or how far into stories they read (McStay, 2017). And 
this knowledge helps them to create personalized offerings, 

“such as recommended news articles, profiled subscription 
formulas, targeted advertising, and personalized Web store 
offerings” (Evens; Van-Damme, 2016, p. 29). With all this 
data, media can implement big data strategies for a better 
understanding and targeting of customers (Napoli, 2016). 
Data offers great opportunities to the communication mar-
ket (Marks, 2013; Papí-Gálvez, 2014).

At the moment, digital media businesses are the ones ma-
king the most out of their data. This is the case of Netflix, 
Amazon TV, Hulu, and YouTube (Fernández-Manzano; Nei-
ra; Clares-Gavilán, 2016; Mateos, 2014). In the area of di-
gital news, the HuffPo has employed big data analytics for 
passive personalization (connecting the right content to the 
right people using algorithms that identify user-level inte-
rest), and to study how individuals access their content with 
the goal of improving user experience on the website (Sto-
ne, 2014). 

However, big data strategies are still a challenge for many 
media companies (Stone, 2014). They are even more im-
portant now that the media has been having problems get-
ting revenue through other resources (Evens; Van-Damme, 
2016; Portilla; Medina, 2016). Spanish media faces the same 
problem. According to the study of IME and Carat about the 
future of the digital press in Spain, the monetization of data 
is one challenge for Spanish newspapers (Murgich, 2017). 

3. The datawall and privacy
Media organizations can collect personal data and track on-
line behavior across online platforms and services using a 
datawall (Evens; Van-Damme, 2016). This kind of wall re-
quires readers to share personal data to pass beyond it and 
obtain benefits. 

It “is an analogy with paywalls, to secure access to a se-
lection of (free) personalized news” (Evens; Van-Dam-
me, 2016, p. 26)

or other personalized services. A datawall transforms anon-
ymous users into registered ones. 

If a news organization implements a datawall, it could bene-
fit from big data analytics. But the benefit requires maximi-
zing user experience by offering value-added personalized 
services (Evens; Van-Damme, 2016). 

Several Forbes studies show the relationship between giving 
up personal data and the benefits obtained (Stone, 2014). 
Respondents said personal data collection yielded better 
products to meet their needs and it enabled better services; 
money and time were also important as an incentive to sha-
re personal information (Forbes Insights, 2013). Some users 
even provide information about their income in exchange 
for discounts (Gómez-Barroso; Feijóo-González, 2013). 

In the news media, the success of a datawall depends on 
the predisposition of the people to pay with their personal 
data (Evens; Van-Damme, 2016; Jørgensen, 2016) so as to 
benefit from content and services. Therefore, the user’s ac-
ceptance of sharing personal data with the organization is 
crucial (Evens; Van-Damme, 2016), paying with their “user 
consent to processing of personal data” for accessing the 
services (Jørgensen, 2016, p. 168). 
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As Lee (2016) says, data monetization leads to the commo-
dification of personal data and privacy. So, privacy concer-
ns could undermine the acceptance of datawalls (Evens; 
Van-Damme, 2016). 

The issue of privacy has been examined extensively in the 
area of direct marketing (Pope; Lowen, 2009), in health or fa-
mily communication (Petronio, 2016), and as a main problem 
in our society generally (Morozov, 2013). It has also been stu-
died for websites (Wu et al., 2012), social media (Marwick; 
Boyd, 2014; Yang; Pulido; Kang, 2016), and relating privacy 
with disclosure of personally identifiable information or in-
timacy (Sibilia, 2008; Tufekci, 2008; Tello, 2013; Zurbriggen; 
Hagai; Leon, 2016). However, privacy is a term hard to define 
(Solove, 2002; Acquisti; Taylor; Wagman, 2016). 

According to Taddei and Contena (2013), privacy can be 
defined as a process of anonymity preservation. It can also 
be related to protection against access: to limit others from 
accessing personal information (Acquisti; Taylor; Wagman, 
2016; Mai, 2016b). In this paper, we link both definitions 
and understand that privacy is: 1) strongly connected with 
control over information about the data user (Lessig, 2002; 
Taddei; Contena, 2013; Jørgensen, 2016), and 2) strongly 
connected with control over access to this information.

4. The privacy paradox and characteristics 
related to privacy concerns
According to several studies, consumers try to protect their 
online privacy by using different strategies: they clear their 
browser history, refuse to provide information that is not re-
levant to a transaction, use temporary usernames or email 
addresses, or even give misleading information (Lee, 2016); 
they also interrupt a questionnaire when they feel they have 
to answer too many personal questions (Stone, 2014). 

However, although the concern exists, consumers still give 
up personal information to access services or simply to sha-
re it publicly (Evens; Van-Damme, 2016; Lee, 2016). The 
users of social networks express private information throu-
gh them, a phenomenon called “extimacy” (Sibilia, 2008; 
Tello, 2013). The contradictory interaction between reason 
and action has been referred to as the “privacy paradox”: 
some people show great concern about invasion of privacy, 
while others freely give up personal information (Barnes, 
2006). 

Privacy concerns have been connected to demographic va-
riables such as age, educational level, income, and gender. 
In the area of direct marketing, older consumers in Canada 
were more likely to provide bad data to protect their perso-
nal information, although results differed in the USA (Pope; 
Lowen, 2009). In general, consumption studies have found 
that the youngest consumers do not mind being watched, 
even though they trust businesses much less than older 
consumers (Forbes Insights, 2013). However, the protection 

of personal data online is more important for young people 
than for elders in Finland and Estonia (Sirkkunen, 2015). 

Education also has an impact on disclosure, with more hi-
ghly educated people being less likely to take action to 
protect their privacy (Pope; Lowen, 2009). Income has also 
been linked to privacy concerns (Van-Doorn; Verhoef; Bij-
molt, 2007). Gender is also related to disclosure, with wo-
men showing more concern than men (Tufekci, 2008). 

Another aspect that affects privacy concerns is one’s feeling 
of control (McStay, 2017). Control and trust influence dis-
closure behavior (Taddei; Contena, 2013). People’s willing-
ness to share personal data is related to the extent to which 
they have control of their own data (The Boston Consulting 
Group, 2012), disclosing more personal information when 
privacy policies are clearly exposed, for example (Taddei; 
Contena, 2013). 

Privacy and trust are strongly related (Wu et al., 2012; Ver-
hoef; Kooge; Walk, 2016). Consumers are willing to share 
data with brands they trust (Evens; Van-Damme, 2016). 
Moreover, privacy, trust, control, and disclosure behaviors 
are all linked, but the relationship is complex (Taddei; Con-
tena, 2013). Brands that give a greater feeling of control 
also increase trust, but the direction of causality is not yet 
clear (Pope; Lowen, 2009).

5. Research questions
This case study will focus on privacy concerns among inter-
net users consuming news in Spain. The service that requi-
res the disclosure of information is the personalization of 
news. Spanish online news readers may think that getting 
more personalized news means that their privacy is placed 
at greater risk.

The case of the media is especially interesting because 
long-standing news organizations are viewed as the most 
trustworthy brands, so the introduction of a datawall in the 
news’ business model may be successful (Evens; Van-Dam-
me, 2016). But, as we said before, a datawall can be viewed 
as risky in terms of privacy, and concern varies according 
to demographics. So, we will study this concern taking into 
account variables such as gender, age, income, and educa-
tional level. We also consider variables related to access and 
interest in news, because personalized news is the trade-off. 

According to these ideas, the purpose of this research is 
answering the following questions:

1) Are news media users in Spain worried about placing 
their privacy at a greater risk as a result of using a persona-
lized news service? 

2) The perception of risk among readers of the news in 
Spain: Is it similar to the perception in other countries?

3) Is there any demographic or technic characteristic related 
to one’s concern about privacy in this situation?
- The demographic characteristics will be gender, age, edu-

cation, and income.
- The technic characteristics will be the frequency of acces-

sing news, the interest in them, the device used, and how 
news is accessed (website, apps, alert systems…). 

The media industries are well-positio-
ned to capture big data from their digital 
offerings
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6. Method
The data used in this research comes from the Digital news 
report, 2016. 
http://www.digitalnewsreport.org/survey/2016

This study was managed by the Reuters Institute for the 
Study of Journalism of the University of Oxford (Newman 
et al., 2016). The dataset is available in SPSS format and re-
searchers are able to request it after the publication of the 
annual report. The research company YouGov conducts the 
annual studies using an online panel.

In 2106, the fieldwork began at the end of January and fini-
shed in February.
http://www.digitalnewsreport.org/survey/2016/survey-
methodology-2016

The data of the different countries were weighted to tar-
gets based on census/industry accepted data. The variables 
considered for weighting were age, gender, and region. The 
questionnaire asked about news consumption and conse-
quently excluded people who said that they had not consu-
med any news in the past month. In Spain, the final sample 
reached 2,104 people (Newman et al., 2016). 

The key question asked participants what their level of 
agreement was with the following statement: “I worry that 
more personalized news may mean that my privacy is pla-
ced at greater risk”. The other selected questions are: 
- Gender?
- How old are you? 
- What is your highest level of education?
- What is your gross household income? 
- Typically, how often do you access news? By news we 

mean national, international, regional/local news, and 
other topical events accessed via any platform (radio, TV, 
newspaper, or online). 

- How interested, if at all, would you say you are in news? 
- Which, if any, of the following devices do you ever use (for 

any purpose)? 
- Which, if any, of the following devices have you used to 

access news in the last week? 
- Thinking about how you got news online (via computer, 

mobile, or any device) in the last week, which were the 
ways in which you came across news stories? 

The data for Spain was analyzed 
with the software SPSS. The sta-
tistical technique applied was the 
Chi-squared test, so as to study the 
dependence of two variables (Ross, 
2010). In this case, the agreement 
with the key statement (“I worry 
that more personalized news may 
mean that my privacy is placed at 
greater risk”) will be confronted 
with the other variables, many of 
them nominal variables that require 
this kind of test (Norušis, 1990). The 
purpose is to select the variables 
that are related to the key question.

The Reuters Institute also provides an Excel document with 
tables of all the variables and the comparison of column per-
centages. For each pair of columns, proportions are compared 
using a Z-test, analyzing if two values are significantly diffe-
rent at p<0.05 (IBM, sf). Once we have used the Chi-squared 
test to select the questions and options related with the level 
of agreement of the privacy statement, the Z-test will help us 
to understand which values differ and how. 

7. Results
The analysis of the answers from the 2,104 readers of news 
in Spain shows that the level of agreement with the state-
ment “I worry that more personalized news may mean that 
my privacy is placed at greater risk” is high. Taking into ac-
count the weighted data, 54.4% of Spanish respondents 
agree or strongly agree with this statement (see table 1). 

The percentage of net agreement in Spain is similar to the 
figures for Hungary, Norway, Ireland, and Poland, but sig-
nificantly higher than those from the rest of the countries 
studied in the Digital news report 2016 (see table 2). 

7.1. Demographics

There is a significant relationship between the level of agree-
ment with the statement about personalized news and pri-
vacy and three of the demographic variables: age (signifi-
cant at p<0.01), gender, and income (significant at p<0.05). 
There is no relationship with educational level, which differs 
from the results of studies in other countries (Pope; Lowen, 
2009), although the lower educational options had less than 
100 cases, which can affect the Chi-squared test (Norušis, 
1990). 

The Z-test analysis for gender shows that the percentage of 
women that strongly agree with the statement is significant-
ly higher than that of men (57% of who those who strongly 
agree are women) at p<0.05. This result agrees with pre-
vious studies (Tufekci, 2008).

Spain - Level of agreement with the statement: I worry that more personalized news may 
mean that my privacy is placed at greater risk 

Options Cases
(weighted data) Percentage Aggregated 

options Percentage

Strongly disagree 94 4.5
Net disagree 12.8

Tend to disagree 175 8.3

Neither agree nor disagree 690 32.8

Tend to agree 657 31.2
Net agree 54.4

Strongly agree 488 23.2

Source: Elaborated with data from the Digital news report 2016 of the Reuters Institute. 

Table 1. Privacy and personalized news in Spain. Digital news report 2016

If a news organization implements a 
datawall, it could benefit from big data 
analytics

http://www.digitalnewsreport.org/survey/2016/survey-methodology-2016
http://www.digitalnewsreport.org/survey/2016/survey-methodology-2016
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Over the total sample of Spanish 
respondents, 84% declare that they 
are extremely or very interested in 
news. These news-fans are also the 
most frequent group over the peo-
ple that agree with the privacy sta-
tement. The figure is significantly 
different only in comparison to the 
proportion of people that neither 
agree nor disagree. So, people inte-
rested in news seem to be more re-
solute about agreement or disagree-
ment, but they do not show clear 
support for any of the extremes. 

7.3. Device and via used to ac-
cess news

Out of all the people that agree with 
the privacy concern statement, the 
group that uses a non-Apple smar-
tphone or an eBook reader is the 
largest. Disagreement is high among 
people that use connected TV (a TV 
that connects to internet via a set 
top box, a gaming console, or ano-
ther box such as Apple TV) and a 
smart watch or wristband that con-
nects to the internet. The analysis 

of percentages also shows that the users of Apple devices, 
wristbands, and connected TVs seem to worry less about 
privacy when compared to other groups. 

If the devices are used to access news within the last week, 
we also find a relationship between devices and the level 
of agreement with the statement. The people that strongly 
agree with privacy concern use a laptop or desktop com-
puter or a non-Apple smartphone to access news. In terms 
of the people that disagree, meaning they show less con-
cern about privacy, 27% of them access news using an Apple 
smartphone or tablet. 

The Apple community seems to have a different opinion 
about privacy and/or a different behavior which makes 
them feel more comfortable with data disclosure. One rea-
son could be that Apple users know the company has fought 
US federal demands to mine data from an iPhone (Nakashi-
ma, 2016). Other reasons could be that these users have pe-
culiar demographic characteristics or are tech-savvy. More 
research is needed to fully understand these results. 

Regarding how people get news online, the Chi-square test 
shows that people that directly access one or more news 

Among the people that strongly agree with privacy concer-
ns, 36% are 55 years old or older, a significantly high percen-
tage. Among the people that disagree (disagree or strongly 
disagree) 16% are 18-24 years old; only 8% of the people 
that agree with privacy concerns are in this age group. So, 
older people are more worried about their privacy than 
younger people. Other studies have also shown that young 
people share considerable information about themselves 
(Tufekci, 2008; Madden et al., 2013). 

Although the Chi-square test indicates a relationship be-
tween income and the level of agreement with privacy 
concerns, the analysis of percentages doesn’t show a clear 
conclusion. Some of the higher incomes (€40,000 - €44,999; 
€55,000 - €59,999; €80,000 - €99,999; €100,000 - €149,999) 
show a high percentage of agreement with the statement, 
but not all of them. 

7.2. Frequency of access and interest in the news

The level of agreement is related to the frequency of acces-
sing news and the interest in them at p<0.01. The analysis 
of the frequencies shows that 42% of the people that agree 
with the statement access news once a day. Out of the peo-
ple that disagree, 42% also access news once a day. Only the 
users that declare accessing news between 6 and 10 times a 
day have a significantly high concern about privacy.

Net agree (strongly agree and agree) with the statement: I worry that more personalized 
news may mean that my privacy is placed at greater risk

Region
Percentage over people 

that consumed any news 
in the past month (1) 

Region
Percentage over people 

that consumed any news 
in the past month (1) 

Hungary 55 Finland 46*

Norway 54 Germany 46*

Spain 54 Canada 45*

Ireland 54 Republic of Korea 45*

Poland 52 Japan 44*

Austria 51* Belgium 43*

Australia 50* Czech Republic 43*

Greece 50* Sweden 41*

Portugal 49* Italy 40*

Switzerland 49* Netherlands 40*

UK 49* France 38*

US 49* Denmark 34*

Total population (2) 48*

(1) The “*” means that there is a significant difference to the percentage in Spain.
(2) Turkey and Brazil are included in the population but not in the list because their samples referred 
only to urban population. It’s interesting to note their figures were the highest ones: Brazil, 58% of net 
agree and Turkey, 57%.
Source: Data from the Excel document 2016 Reuters word used to elaborate the Digital news report 
(Newman et al., 2016).

Table 2. Privacy and personalized news by country. Digital news report 2016

A datawall requires readers to share per-
sonal data in order to obtain benefits

If a media company implements a da-
tawall for any of their digital offerings, it 
must take into account how people will 
feel about disclosing their personal data
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ICC; Esomar, 2016; Mulhern, 2016; Pérez-Sanz, 2016; 
Verhoef; Kooge; Walk, 2016), and providing a clear priva-
cy policy, adapted to the users (Lee, 2016). 

- Media should transfer the control of the data to the users, 
a policy that substantially increases their willingness to 
share personal data (BCG, 2012). What is sensitive infor-
mation differs between individuals (Pope; Lowen, 2009; 
Acquisti; Taylor; Wagman, 2016) and can change over 
time (Acquisti; Taylor; Wagman, 2016), so people need 
permanent control of the data they share. 

- Finally, media companies should ensure data security and 
take all reasonable measures to prevent any data breach 
(ICC; Esomar, 2016).

Media should invest in brand trust to implement big data 
strategies (Verhoef; Kooge; Walk, 2016), and trust requires 
an adequate management of data, offering valuable servi-
ces, being transparent, giving easy control of the data, and 
taking great care of it. 
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9. Conclusions and recommendations for media
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(Pérez-Sanz, 2016). If a media company implements a da-
tawall for any of their digital offerings, it must take into ac-
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data. 
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