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Abstract 

Information security enforcement aims to reflect the organizational practices while ensuring the confidentiality and 
availability of the relevant information within the organization. Such acts also help make some strategic and efficient 
decision-making at different levels of the organization. Moreover, by using big data technologies, organizations make 
decisions more efficiently by allowing them to process and analyze large amounts of information quickly. This study 
focused on several indicators relating to information security enforcement, big data adoption, and decision-making 
efficiency by collecting data from eight industries in China. The study developed a concise questionnaire using the Five-
point Likert scale, for which descriptive and regression analysis were applied. The study results show a significant 
relationship between information security enforcement, big data adoption and decision-making efficiency. Additionally, 
the study results revealed the reliability and monitoring of such initiatives like whistleblowing programs, disciplinary 
employees for security violations, quick investigations, and accountability for infractions, as key indicators of information 
security enforcement, which also cause an improvement in the decision-making efficiency of the targeted industries. 
The results further suggest policy implications and recommendations to improve decision-making using information 
security enforcement and extensive data adoption. A few limitations also discuss the future directions.  
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1. Introduction 
Protecting the organization's informational assets is increasingly mandated in governmental regulations because 
of the increasing cost and threat of security failure. Information protection comprises several new managerial and 
technical preventive schemes and enforces employees' compliance based on tighter information security policies 
(Lee et al., 2016; Ali et al., 2021; Liu et al., 2020). However, such a process creates severe burdens for all the 
organizational members. A survey conducted by a marketing firm reveals that almost 64% of the respondents have 
been experiencing a stressful incident due to the activities under the shadow of information security compliance  
(Lee et al., 2016). Meanwhile, 43% of the respondents had faced problems at their workplace because of such 
compliance. It is important to note that information security enforcement and compliance are undoubtedly based 
on both managerial and technical information security policies and the prescribed rules and regulations being 
followed by the employees. Strict information security enforcement (Antoniadis et al.) helps to strengthen the 
firm while preventing the employees from exploitation of the information assets of the organization  (Dhillon; 
Backhouse, 2001; Stefanova; Vasilev, 2024). Meanwhile, information security policies are being made for 
employees as a guideline regarding the usage of the information systems at their relevant workplace (Whitman et 
al., 2001; Ali et al., 2021). The significance of information system can be viewed in a context that organizations 
are increasingly relying on the information system, hence making its security management as a strategic concern 
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(Hwang; Cha, 2018). Therefore, it is important to note that safeguarding informational assets remains among the 
critical missions of the organization (Feng et al., 2019; Yeniman Yildirim et al., 2011).  

In the technological advancement era, digital technologies, for example, artificial intelligence, cloud computing, 
blockchain, and big data analytics, have significantly changed the way business organizations are doing their operations 
(Feng et al., 2024; Tang et al., 2022; Yang et al., 2024a). The concept and domain related to big data analytics is about 
collecting, processing, and analyzing huge amounts of data to help business organizations to achieve gain the 
marketplace (Wang et al., 2016). It also helps the firms make better decisions, specifically during a pandemic like COVID-
19 (Al-Khatib; Ramayah, 2023). The additional benefit of big data analytics is that companies use it to improve their 
performance while staying competitive in the industry (Zameer et al., 2020). Moreover, big data analytics is done by 
analyzing large and unorganized data to uncover insights that can improve business operations (Mikalef et al., 2019). 
At the same time, it is also accepted as a valuable tool for managing diverse data and making decisions that support 
day-to-day operations and long-term strategy (Lamba; Singh, 2017). However, turning data into valuable insights 
depends on the organization's requirements. The linkage between big data and decision-making quality has also been 
investigated in the literature, which confirms that it leads to better business performance (Tiwari et al., 2018) and in 
navigating the uncertain business environment (Singh; El-Kassar, 2019). It has been found that the market share of big 
data analytics has been growing, reaching over 274 billion USD in 2022 (Taylor, 2022). 

In the present digital age, businesses understand that making the right decisions at the right time is significant towards 
success or failure, and this can only happen if they have access to the right data and information at the right time. Decision-
making at all levels of an organization relies majorly on accurate data and information, which needs to be processed 
meaningfully. Collecting, analyzing, and visualizing big data helps management make informed choices regarding the daily 
operations and long-term strategies (Kościelniak; Puto, 2015). With time, the business world keeps evolving, and 
companies are looking for pathways to stay ahead by using the latest technologies to analyze data and improve their 
strategic decision-making. The research inference made by Mazzei and Noble (2017), claims that the growing amount of 
complex and varied data directly shapes how business organizations develop their strategies. This increased data 
availability is driving new ways of thinking, productivity, innovation and competition, therefore, changing industries in the 
global market. Therefore, the significance of decision-making efficiency as determined by big data adoption and 
information security compliance seems complementary in the modern digitalized and complex market environment.  

This study offers two major contributions. First, it examines how information security compliance and big data adoption 
are connected with decision-making efficiency from the context of the eight industries in the Chinese region. A detailed 
review of past studies shows that big data analytics and its role in decision-making efficiency have not been investigated, 
considering the sample from individual industries. These studies have individually focused on the performance of the 
projects (Ram; Desgourdes, 2024), stock trading processes (Kalashnikov; Kartbayev, 2024), hospitality and tourism (Yang 
et al., 2024b), electric vehicles (Yang et al., 2024b) and other domains. However, to the best of the author's findings, the 
literature remains scant in examining the decision-making efficiency determined by information security enforcement and 
big data adoption in eight different industries in China. Second, the study provides various novel policy recommendations 
while integrating the given dependent and independent variables, which are completely missing in the literature till date.  

The remaining paper has been organized into four more sections. Section 2 focuses on reviewing the studies, Section 3 
encompasses the research methods and questionnaire development, Section 4 explores the results and discussion, and 
Section 5 provides the conclusion, policy recommendations and limitations.  

2. Literature Review  

2.1. Information Security and Decision Making  

Information security and its enforcement or compliance is a critical field specifically in the modern literature having its 
wider implications in the business world. Its relationship with the decision-making efficiency is in emerging phase where 
researchers and decision makers are exploring its linkages with the other domains specifically in the field of information 
technology. The rise of new challenges in the information security landscape, managing information security has 
become a complex issue for organizations (Dor; Elovici, 2016). By focusing on the grounded theory, their research 
reflects a conceptual model that outlines the current best practices regarding the making decisions in terms of 
information security investments. The suggested model highlights different factors that influence decision-making 
process where it is acknowledged that organizations have good diversification in several ways. The study further 
identifies 14 distinct stages in the decision-making process, along with 16 key factors having their relationship with the 
defined 14 states. The findings show that the process is often shaped by a mix of organizational as well as some 
psychological factors. The model developed from the stated research would provide good pathways for the decision-
makers and stakeholders regarding the improvement in the decision-making processes.  

Wu et al. (2017) considers contract theory model to explore how different factors affect the decisions of a managed 
security service provider. The study focuses on the factors like cost efficiency, serving multiple clients, security 
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externalities, and the type of information firms being owned by the firms. The study shows that the type of 
information firms like complementary or substitutable have their greater influence on the security service providers. 
Moreover, when the information of the firms is more complementary in nature, the managed security service 
provider finalizes a contract with lower refunds and invests less in security. Conversely, when the nature of the 
information is more substitutable, higher refund and more investment in the security has been finalized by the 
managed security service provider. Likewise, Parsons et al. (2015) focus upon three aspects of decision making in 
the domain of information security entitled as knowledge and attitude about policies and related procedures, and 
self-reported behaviours. By using the survey questionnaire for the purpose of data collection from 500 Australian 
employees, the study provides good findings. It states that there is a presence of positive relationship between 
information security decision making and organizational culture in terms of information security. The study further 
focuses on mitigating the risk linked with the information security of the organization. In another study (Weishäupl 
et al., 2018) infer that the in the global market, there is a presence of huge level of risk from cyberattacks , which 
needs huge information security investment to cope. However, under the situation of resources constraints, it is of 
organizational interest that the firm needs to focus and decide for which information security measures it needs to 
invest along with the evaluation of those investment decision. The study focuses on those external environment and 
industry-related factors, lacking implementing the standardized investment decisions, and both the implementation 
and evaluation of the overall decision-making process. Azam et al. (2022), too, investigate the decision-making 
approach regarding the information security management perspective. An in-depth analysis of the information 
security management was conducted by using a numerical example. The study provides useful debate regarding the 
uncertainty dealing based on the consideration of information security management.  

2.2. Big Data Adoption and Decision Making  

In this changing market and technologically advanced environment, big data adoption and their subsequent 
linkage with the decision making has gained increasing attention from different stakeholders. A novel study has 
been conducted recently by Anwar et al. (2024) while integrating the big data, decision making, and 
environmental performance as determined by small and medium enterprises. The study asserts that big data 
analytics is a powerful and strong tool that gets information from both structured and unstructured data. 
Moreover, it also helps businesses to improve decision-making, environmental performance, and operational 
efficiency. This study also explores how big data analytics and its subsequent adoption impacts on the processes, 
operations, and decisions to enhance environmental performance, considering the business context of SMEs as 
involved in the scrap and recycling industries. Therefore, by integrating theoretical support from technology-
organization-environment, resource-based view, and ecological modernization, the given research investigates 
the key indicators of big data analytics and big data adoption and its effect on dimensions like supply chain 
capabilities, sustainable operations, decision quality, and environmental performance.  The study collects data 
from 317 SMEs in China. The empirical estimation shows that green economic incentives are the most significant 
drivers of big data analytics and adoption. Sustainable operations and decision quality are key to improving 
environmental performance, while the factors like big data analytics and adoption strengthens the sustainability 
efforts and capabilities of the considered SMEs in China. The research further recommends that policymakers 
need to design incentive-based policies to promote the adoption of big data analytics along with the investment 
in both tangible and intangible resources to maximize its beneficial outcomes.  

Ram and Desgourdes (2024) directly claim the statement that big data analytics is a tool for improving the 
decision-making capabilities. Although there is a presence of several constraints over the life span of a project, yet 
the big data analytics help in timely and informed decision making. The study collects the data using the 25 semi-
structured interviews which was further analyzed with the help of NVivo. The study findings confirm that big data 
analytics aims to improve the decision-making performance of the projects in the form of rational and timely 
decisions. However, the given findings also highlight that there is a lack of maturity in the data management by 
the organizations. Similarly, Chatterjee et al. (2023) explore that there are various ways that big data analytics can 
be applied in businesses organization. However, there is a presence of only few studies that consider its impact on 
forecasting, decision-making, and overall firm performance together in a single setting. Their study aimed to fill 
this major gap in literature by using the dynamic capability view. The study examined the model where the effect 
of the big data analytics on the s decision-making, forecasting, and performance has been evaluated. By using the 
sample of 366 respondents from Indian organizations, the study applies PLS-SEM approach. The findings show that 
big data analytics has its significant role in improving decision-making and forecasting, which further leads to 
overall betterment in performance. However, the study has limitations which are discussed as relying on the cross-
sectional data and missing with the control variables on the relationship between big data analytics, decision 
making and performance outlook.  

Figure 1 presents the framework of the study showing the relationship between Adoption of Big Data and Information 
Security Enforcement with Decision Making Efficiency, is presented in Figure 1.  
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Figure 1: Framework of the Study. 

Note: DME; Decision Making Efficiency, ABD; Adoption of Big Data, ISE; Information Security Enforcement. 

3. Research Methodology 
This study adopted a quantitative research design with the main focus on exploring the influence of key indicators 
information security enforcement and big data adoption on decision-making efficiency among eight Chinese industries. 
The study adapted a concise questionnaire retrieved from past studies. For example, the measurement of big data adoption 
comprises sample statements like "Adoption of new technologies brings value to our firm" were extracted from 
Chakravarty et al. (2013) and Aydiner et al. (2019). The other items in the questionnaire as shown in Table 1 were extracted 
from Akhtar et al. (2018), Huang et al. (2017), Teece et al. (1997) and Gunasekaran et al. (2017). The measurement scale 
for decision-making efficiency focused on the research findings of Chatterjee et al. (2023). Lastly, the information security 
enforcement items wee extracted from Brown et al. (2024). After the questionnaire was structured, it was distributed with 
the help of 6 team members among the eight targeted industries, as shown in Table 2. An overall 537 questionnaires were 
distributed over six weeks and four days. Out of these, the researchers collected 479 questionnaires, whereas the 
remaining were not returned by respondents. Consequently, a further investigation confirmed that 28 respondents did not 
properly fill out questionnaires, and they were dropped from the final sample, which finally consisted of 451 responses, 
covers 84% response rate, which seems valid enough for the empirical estimation.  

Once the data was collected, it was analyzed using descriptive statistics and frequency observations of the industry 
dynamics and respondents. In the final stage of the analysis, the mean score of the decision-making efficiency was 
created using the SPSS-24 and further analyzed in the Smart PLS 4.0 using the regression analysis technique. The study 
also investigated the effect of every single indictor of information security enforcement and big data adoption on the 
Mean decision-making efficiency (MDME).  

4. Analysis and Discussion  
Among the industries targeted for data collection, there were 8 sectors namely information and communications 
technology (ICT), e-commerce and retail, manufacturing (industry 4.0), healthcare and biotechnology, fintech, energy and 
environment, artificial intelligence (AI), and education. These industries show good representation of respondents. 
Moreover, a detailed review of these industries showed that they used different technological services regarding big data 
adoption and information security enforcement from various perspectives. For example, 34 respondents were from the 
information and communication sector, 119 (the highest) from e-commerce and retail, 64 respondents were from 
manufacturing; while the other industries like healthcare and biotechnology, fintech, energy, and environment were 
represented by 64, 62, 19, and 39 respondents, respectively. Additionally, 31 respondents were from artificial intelligence, 
and only 83 came from education. The relevant share for each of the industries being targeted during the data collection 
is also shown in Table 2. Figure 2 additionally presents bar charts and percentage of respondents using the histogram. The 
overall distribution shows that the maximum responses were recorded from e-commerce and retail industries.  

Table 2: List of Industries Sampled for the Study (n=451). 
NO. List of Industries Respondents Percentage 

1 Information and Communications Technology (ICT) 34 7.54 

2 E-Commerce and Retail 119 26.39 

3 Manufacturing (Industry 4.0) 64 14.19 

4 Healthcare and Biotechnology 62 13.75 

5 Fintech 19 4.21 

6 Energy and Environment 39 8.65 

7 Artificial Intelligence (AI) 31 6.87 

8 Education 83 18.40 
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Figure 2: Share of Respondents and Percentage. 

The other demographic details of employees and targeted firms are presented in Table 3. The given distribution shows 
that 51.88% of employees have been in the firm for less than five years; 102 respondents have been in firm between 5 
and 10 years; and 115 respondents have been in firm for 11 years and above. Regarding firm size, there were 88 
respondents who represented industries having between 100 and 500 employees, 161 respondents belonged to 
organizations having above 500 but less than 1000 employees; the third distribution confirms that 202 respondents 
worked in firms having more than 1000 employees. Table 3 summarizes these findings.  

Table 3: Dimensions of Industries and Respondents. 
Details No. of Respondents. Share 

Age of the firm 

less than 5 Years 234 51.88 

between 5-10 years 102 22.62 

11 Years and above 115 25.50 

Size of the Firm 

Between 100-500 Employees 88 19.51 

Above 500 and less than 1000 Employees 161 35.70 

Above 1000 Employees 202 44.79 

Managerial Position 

Junior Manager (<5 years’ experience) 134 29.71 

Mid-level Manager (5–10 years’ experience) 104 23.06 

Senior Manager (>10 years’ experience) 23 5.10 

Leaders (Senior executives) 190 42.13 

The distribution of managerial posts indicates that there were 134 junior managers, 104 in mid-level management, 23 
in senior management and 190 as senior executives, with highest participation. The overall distribution is also reflected 
using the bar charts in MS Excel (Figure 3). 

 
Figure 3: Other Dimensions of Firms and Employees. 
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The descriptive scores are presented in Table 4, showing statements and key abbreviations against each item. For the 
adoption of big data, the highest average value is seen in ABD3(4.70) for information security enforcement, the highest 
mean is seen in ISE3 (4.739) while all the average values of decision-making efficiency are approaching 4 when 
investigated for all of the presented items. These descriptive scores of all variables are also presented using the bar 
charts in Figures 4 and 5.  

Table 4: Descriptive Findings for all Items. 

Statements Items Mean Median 
Scale 
Min 

Scale 
Max 

Observ
ed Min 

Observed 
Max 

Standard 
Deviation 

Adoption of Big Data 

1. The adoption of new technologies brings value to firms. ABD1 3.986 4 2 5 2 5 0.317 

2. Efficient use of big data applications requires trained manpower. ABD2 4.032 4 2 5 2 5 0.399 

3. Our firm has adequate leadership support for the adoption of new technologies. ABD3 4.707 5 2 5 2 5 0.521 

4. The big data analytics capability of an organization resembles dynamic capability. ABD4 4.005 4 2 5 2 5 0.345 

5. Successful adoption of big data analytics enhances firm efficiency. ABD5 3.995 4 2 5 2 5 0.371 

Information Security Enforcement 

1. If an employee were caught violating organizational information security policies, they would be 
severely punished. 

ISE1 3.936 4 2 5 2 5 0.474 

2. My company's whistleblower" program is reliable and actively monitored. ISE2 3.904 4 1 5 1 5 0.383 

3. My company actively disciplines employees who break information security policies and rules. ISE3 4.739 5 1 5 1 5 0.69 

4. My company quickly investigates suspected information security policy infractions and always holds 
employees accountable for violations. 

ISE4 3.97 4 1 5 1 5 0.455 

Decision-Making Efficiency 

1. I believe that applications of big data analytics can help in the accurate decision-making process. DME1 3.906 4 1 5 1 5 0.481 

2. The application of big data analytics can provide business insights in real time. DME2 3.968 4 1 5 1 5 0.491 

3. I believe that a quick and accurate decision can help a firm to improve its bottom line. DME3 3.954 4 1 5 1 5 0.441 

4. We use big data analytics applications on a regular basis in our firm's decision-making process. DME4 3.977 4 1 5 1 5 0.443 

5. Using big data applications for decision-making does not need much technical expertise. DME5 3.938 4 1 5 1 5 0.387 

 
Figure 4: Descriptive Results of ABD and ISE. 

 
Figure 5: Descriptive Results of DME Items. 
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The variance inflation factor was calculated and presented using the given items in further analysis. Table 5 shows 
actual results for the VIF having all values less than 5. More specifically, the highest value of the VIF is seen ABD2, which 
(4.43), followed by ABD4 (3.954) and ISE1 (3.761). The lowest among all VIF values is that of ABD3 (1.721). These results 
are enough to justify the reasonable correlation between these items.  

Table 5: Items and their VIF values. 
Items VIF 

ISE4 2.271 

ABD3 1.721 

ISE2 3.313 

ABD5 3.448 

ABD2 4.438 

ABD1 3.254 

ISE3 3.201 

ABD4 3.954 

ISE1 3.761 

Table 6 covers the results of the Analysis of Variance (Stefanova; Vasilev, 2024), which aims to describe whether a 
significant effect of a given independent variable exists on the main dependent variable of the similar model. The value 
of the F-test is the ratio of the mean square to the ratio of the mean square for the error. This means that the larger the 
F-value, the greater is the likelihood that independent variables of the given model show a variance in the main 
dependent variable. The F-statistics of 82.522 is quite large, reflecting the fact that there is a presence of a strong effect 
of independent variables on dependent variable. This argument is well covered by showing the p-value, which is 0.000, 
which is highly significant at 1%. The given value of 85.22 indicates that the model has sufficient explanatory power to 
explain the variation in the main dependent variable. Hence, there is no random chance of such variation. In other 
words, the model seems statistically significant or a good fit.  

Table 6: ANOVA. 
F P value 

82.522 0.000 

4.1. Regression Analysis  

In the next stage of this research study, regression analysis of each statement was measured to ascertain the influence 
of each item of the given independent variables on its mean dependent variable, Decision-making efficiency or DME. 
Table 7 presents standardized coefficients and p-values of each statement of ISE and ABD. The first statement (ISE1) 
reflects that "If an employee were caught violating organizational information security policies, they would be severely 
punished" has a relative coefficient of 0.087, for which the p-value is 0.125. Therefore, the insignificant p-value covers 
the fact that this first statement of information security enforcement has revealed no significant effect. Hence, the study 
rejects the argument that more punishment due to the violence of the security policies means higher decision-making 
efficiency among the selected industries.  

The second statement (ISE2) implies that "My company's whistleblower program is reliable and actively monitored.". 
Considering this statement, the regression coefficient is 0.308 with the significant p-value at one percent. This means that 
considering all the other factors as constant, an increase in the whistleblower program means an increase in the decision-
making efficiency among the targeted firms of the present research. Moreover, the coefficients show a t-value of the above 5, 
confirming that the impact of second statement of the information security enforcement means a higher level of the decision-
making efficiency. Various aspects are involved where information security enforcement aims to improve decision-making 
efficiency. For a better understanding, it is stated that information security enforcement helps improve decision-making by 
creating a safe and organized environment. Such an environment helps to reduce the risk, building a trust-based environment. 
Moreover, another major advantage as involved in the relationship between information security enforcement and its role in 
managing risks. Organizations can make decisions based on real-time risk assessments by properly focusing on the key risk 
factors. Such practices allow organizational leaders to focus on the most important issues instead of worrying about small or 
unlikely security problems. Additionally, information security enforcement helps build an environment of trust within the 
organization. When clear policies and strong security measures are adopted in organizations, different stakeholders can trust 
that the data they use is accurate and safe from breaches. This trust creates a positive environment where decision-makers 
significantly rely on the available data. The relationship based on the current whistleblower program's reliability and 
information security enforcement also indicates various aspects. A reliable and monitored whistleblower program would like 
to improve decision-making by providing a secure path to the employees in terms of reporting any unethical or illegal activity 
within the organization. This creates a culture of accountability, where potential risks like fraud or security-related breaches 
will be highlighted in reasonable notes. With this information, strategic decision-makers can quickly address issues while 
making more informed choices. The above debate and the given results in Table 7 finally provide the argument that a better 
organizational program regarding whistleblowing is a good choice for developing some informed decisions, hence improving 
the decision-making efficiency of the targeted organizations.  
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The third path in Table 7 (ISE3) reflects the impact of the item on the mean decision-making efficiency. This statement 
claims, "My company actively disciplines employees who break information security policies and rules." This statement 
has also shown a positive coefficient of 0.125, where the standard error was found to be 0.036, leading to a t-value of 
2.383 and a p-value of 0.018, which is significant at 5%. This indicates a higher level of companies’ commitment and an 
active role in dealing with employees who break the developed organizational security policies and rules. An active 
statement towards such employees also helps improve and boost the decision-making efficiency of the organizations 
targeted in the present research, which reflects a good sign of commitment and dedication.  

Table 7: Regression Results. 

Code Statements 
Standardized 
coefficients 

SE 
T 

value 
P 

value 

ISE1 If an employee were caught violating organizational information security policies, they would be severely punished -0.087 0.058 -1.539 0.125 

ISE2 My company's whistleblower" program is reliable and actively monitored 0.308*** 0.067 5.780 0.000 

ISE3 "My company actively disciplines employees who break information security policies and rules. 0.125** 0.036 2.383 0.018 

ISE4 
My company quickly investigates suspected information security policy infractions and always holds 
employees accountable for violations." 

0.277*** 0.047 6.294 0.000 

ABD1 Adoption of new technologies brings value to firms 0.349*** 0.102 5.201 0.000 

ABD2 Efficient use of big data applications requires trained manpower 0.202** 0.074 3.276 0.001 

ABD3 Our firm has adequate leadership support for the adoption of new technologies -0.029 0.035 -0.761 0.447 

ABD4 The big data analytics capability of an organization resembles dynamic capability 0.310*** 0.081 5.340 0.000 

ABD5 Successful adoption of big data analytics enhances firm efficiency, 0.344*** 0.071 6.342 0.000 

The fourth indicator of information security enforcement (ISE4) covers the statement "My company quickly investigates 
suspected information security policy infractions and always holds employees accountable for violations." This 
statement also had a significantly positive impact on the efficiency of decision-making in the selected industries. This 
effect is observed using the regression analysis under Smart PLS. The coefficient of this effect is 0.277 which shows a t-
value of 3.294 and the p-value is significant at 1%. Therefore, the effect of the ISE4 on the MEAN DME is productive and 
accepted with the help of statistical evidence. A higher level of ISE4 means higher decision-making efficiency and vice 
versa. This relationship is also based on several paths that can truly explain them. With the help of some quick 
investigation regarding the suspected policy violations within the organization, the company can focus on the potential 
risk factors. This allows decision-makers to take some strategic actions having a long-term influence towards information 
security and decision-making efficiency, preventing these problems from turning into bigger issues. Moreover, 
addressing such issues right away ensures that decisions are based on accurate and up-to-date information, leading to 
better and faster choices. It is also expressed that holding the employees accountable for security violations also sets 
clear expectations for how everyone should behave within the organization’s context. When employees know that 
violations are being observed on serious notes and dealt with promptly, they are more likely to actively follow security 
rules and regulations. A strong culture of accountability would justify that decision-makers can trust that the company's 
information and systems are secure and well-managed to address any potential risk of security breaches. 

After analyzing the impact of the information security enforcement indicators on decision-making efficiency, the results of 
the regression method also explore the influence of the big data adoption indicators on the same dependent variable. The 
first item ABD1 stated, "Adoption of new technologies brings value to firms." Using this statement, the coefficient as 
achieved is 0.349, showing three stars. This reflects a highly significant and positive impact of the ABD1 on Mean DME for 
the targeted industries. The results highlight the idea that adopting some new technologies can make decision-making 
faster and more efficient. Adopting such technologies aims to provide better tools, quicker data processing, and more 
accurate insights. When companies invest more in innovations like data analytics, artificial intelligence, or similar other 
technologies, they can process information in a good time, rather than relying on outdated output, which has nothing to 
do with the strategic decision-making process. The other facts cover that new and innovative technologies also improve 
teamwork, as cloud platforms and communication tools make it easy to share information within a reasonable time, 
therefore creating a good pathway for strategic decisions. The data these technologies generate can reveal important 
trends and patterns that might be missed with traditional methods, helping leaders make smarter, data-driven choices. 
This allows businesses to react faster to market changes and customer needs, improving their agility and competitiveness. 
In short, adopting new technologies streamlines operations improves data accuracy, and helps employees make decisions 
more quickly. Therefore, the adoption of big data is directly linked with efficient decision-making.  

The second indicator of the big data adoption (ABD2) covers the statement "Efficient use of big data applications 
requires trained manpower." This statement has a coefficient of 0.202 which is also statistically significant because of 
the p-value as 0.001. This means that the higher level of trained employees within the organization is directly connected 
with better adoption of big data and confirms the improvement in decision-making efficiency. The reason is that big 
adoption provides a vast amount of information to the organization; however, the proper utilization of this information, 
there is a strong need of trained employees. Moreover, without such employees it is impossible to turn that specific 
information and data into valuable insight. When companies invest in trained employees while working with big data, 
the decision-making process will be more accurate and efficient. Therefore, the connection between the trained 
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employees to deal with the big data and, ultimately the, efficient decision-making seems logical enough. However, the 
coefficient of the ABD3 is not significant due to the higher P-value.  

In addition, ABD4 states, "The big data analytics capability of an organization resembles dynamic capability" for which 
the coefficient is also positive and significant (i.e., beta=0.310, standard error= 0.081, T-value=5.340, p-value=0.000). 
Due to the positive coefficient, it is of the main inference that ABD4 is among the key determinants which productively 
defines the overall decision-making efficiency. The core reasons for such significant and positive relationships are but 
not limited to factors like quick response to market changes, informed, data-driven decisions, identifying opportunities 
and risks, improved forecasting and planning, and continuous adaptation through learning, which no doubt reflect the 
dynamic capabilities of the organization towards the changing market dynamics. Overall, these dynamic capabilities 
have a productive influence on leading to fruitful and efficient decision-making among the targeted industries from 
which this research has collected the data. The last indicator of big data adoption encompasses statements like 
"Successful adoption of big data analytics enhances firm efficiency," which also shows a positive and significant effect 
on the firm's mean decision-making efficiency. The value of the coefficient is 0.344, showing the ***, which implies that 
the p-value is less than 1%. Therefore, the results confirm that more adoption of big data reflects an improvement in 
the firm's efficiency, further improving the decision-making capabilities. Therefore, the results strongly support the 
claim that big data adoption plays a substantial role in defining the productive trends in big data efficiency. Figure 8 
additionally presents the output of the Regression Method (Coefficients and p-values) 

 
Figure 6: Output of the Regression Method (Coefficients and p-values). 

The overall explanatory power of the model is well presented by getting the R-square and adjusted R-square as per the 
results in Table 8. The R-square of 0.635 change in the Mean decision-making efficiency has been covered up by 
information security enforcement and big data adoption indicators. This effect from the given items of the information 
security enforcement and big data adoption has been regarded as above the moderate level to the strong fit of the 
model. However, this value indicates that there is still some unexplained variance (36%) that does not cover the given 
indicators in the current model but is linked with those factors not included in the similar model. The other reliable 
findings of the model are entitled adjusted R-square, which is based on the number of predictors in the model. In such 
a situation, the model is still presenting good output at 62.7%, which is also above the moderate level of the effect of 
the given independent variables on the Mean decision-making efficiency.  

Table 8: R-square and Adjusted R-square. 
Description MDME 

R-square 0.635 

R-square adjusted 0.627 

5. Conclusion 
This research has tested several relationships between the key indicators of information security enforcement and big 
data adoption by using the regression analysis in the Smart PLS. Initially, a short but concise questionnaire was 
developed, and the data collection process was followed, targeting eight different industries. The study results are mixed 
in nature and cover meaningful discussion accordingly. For example, the results show that out of five indicators of 
information security enforcement, four positively and significantly influence the mean decision-making efficiency of the 
given industries, reflecting a good layout of the relationships between information security enforcement and decision-



Yi Chen; Wei Shan 

e330519 Profesional de la información, 2024, v. 33, n. 5. e-ISSN: 1699-2407     10 
 

making efficiency. However, the study results did not observe any relationship between the first proxy of the information 
security enforcement, which claims that "If an employee were caught violating organizational information security 
policies, they would be severely punished" and mean decision-making efficiency. The additional results further confirm 
that the proxies of the big data adoption, like ABD3 or "Our firm has adequate leadership support for the adoption of 
new technologies", are also insignificantly linked with the mean decision-making efficiency of the same industries. 
Conversely, the rest of the indicators of big data adoption show a significantly positive link with the Mean decision-
making efficiency, leading to several policy implications and recommendations. 

Regarding big data adoption, the study suggests that the decision-makers and managers linked with the above-targeted 
industries need to incentivize investment in technology adoption, supporting digital literacy and workers' training, and 
encouraging collaboration and knowledge sharing at different departmental levels. Such key factors will ultimately promote 
the environment under which digital technologies will be adopted. However, without the integration of the organization’s 
technological infrastructure and human resources, a higher level of technological adoption is not possible towards decision-
making efficiency. Meanwhile, the study also finds a positive relationship between the efficient use of big data applications 
and the help of trained human resources. Therefore, training and development of the employees to achieve better knowledge, 
skills, and expertise is highly recommended for the chosen industries. Additionally, the results support the positive connection 
between the successful adoption of big data and firm efficiency. For this reason, it is recommended that policymakers follow 
the information-sharing model based on industry-specific data-sharing networks. Moreover, fostering and supporting 
collaboration on data-driven innovation can also improve the information-sharing capabilities among different industries, 
providing a better outlook in terms of the long-term decision-making capabilities of the organizations.  

On the other side, regarding the positive relationship between the whistleblower" program as reliability and decision-
making efficiency, it is suggested that organizations need to foster communication channels for reporting security 
breaches in the future. Moreover, the consistent implementation of clear, standardized procedures for disciplining 
employees who break security rules will also boost the strategic decision-making of the organizations.  

The study has several limitations to consider for the upcoming work. For example, this study used a simple and concise 
questionnaire to collect and analyze the data. The study applies the traditional regression, which has several limitations 
regarding the advanced data analysis and is missing with the structural model analysis. Another limitation is that this 
research did not focus on the qualitative data collection method by applying the interview methodology. Moreover, the 
study has provided general policy implications with no specific debate related to the given industries. Future studies can 
generate more reliable results addressing these sets of limitations. 

References 
Akhtar, Pervaiz; Khan, Zaheer; Tarba, Shlomo; Jayawickrama, Uchitha. (2018). "The Internet of Things, dynamic data 
and information processing capabilities, and operational agility". Technological Forecasting and Social Change, v. 136, 
pp. 307-316. https://doi.org/10.1016/j.techfore.2017.04.023 

Al-Khatib, Ayman Wael; Ramayah, T. (2023). "Big data analytics capabilities and supply chain performance: testing a 
moderated mediation model using partial least squares approach". Business Process Management Journal, v. 29, n. 2, 
pp. 393-412. https://doi.org/10.1108/BPMJ-04-2022-0179 

Ali, Rao Faizan; Dominic, P. D. D.; Ali, Syed Emad Azhar; Rehman, Mobashar; Sohail, Abid. (2021). "Information Security 
Behavior and Information Security Policy Compliance: A Systematic Literature Review for Identifying the Transformation 
Process from Noncompliance to Compliance". Applied Sciences, v. 11, n. 8, pp. 3383. https://doi.org/10.3390/app11083383 

Antoniadis, I.; Tsiakiris, T.; Tsopogloy, S. (2015). "Business Intelligence During Times of Crisis: Adoption and Usage of ERP Systems 
by SMEs". Procedia - Social and Behavioral Sciences, v. 175, pp. 299-307. https://doi.org/10.1016/j.sbspro.2015.01.1204 

Anwar, Muhammad Azfar; Zong, Zupan; Mendiratta, Aparna; Yaqub, Muhammad Zafar. (2024). "Antecedents of big 
data analytics adoption and its impact on decision quality and environmental performance of SMEs in recycling sector". 
Technological Forecasting and Social Change, v. 205, pp. 123468. https://doi.org/10.1016/j.techfore.2024.123468 

Aydiner, Arafat Salih; Tatoglu, Ekrem; Bayraktar, Erkan; Zaim, Selim; Delen, Dursun. (2019). "Business analytics and 
firm performance: The mediating role of business process performance". Journal of Business Research, v. 96, pp. 228-
237. https://doi.org/10.1016/j.jbusres.2018.11.028 

Azam, Muhammad; Ali Khan, Muhammad Sajjad; Yang, Shilin. (2022). "A Decision-Making Approach for the Evaluation 
of Information Security Management under Complex Intuitionistic Fuzzy Set Environment". Journal of Mathematics, v. 
2022, n. 1, pp. 9704466. https://doi.org/10.1155/2022/9704466 

Brown, Dennis; Batra, Gunjan; Zafar, Humayun; Saeed, Khawaja. (2024). "Reducing fraud in organizations through 
information security policy compliance: An information security controls perspective". Computers & Security, v. 144, pp. 
103958. https://doi.org/10.1016/j.cose.2024.103958 

https://doi.org/10.1016/j.techfore.2017.04.023
https://doi.org/10.1108/BPMJ-04-2022-0179
https://doi.org/10.3390/app11083383
https://doi.org/10.1016/j.sbspro.2015.01.1204
https://doi.org/10.1016/j.techfore.2024.123468
https://doi.org/10.1016/j.jbusres.2018.11.028
https://doi.org/10.1155/2022/9704466
https://doi.org/10.1016/j.cose.2024.103958


Big Data Adoption, Information Security Enforcement and Decision-Making Efficiency 

e330519 Profesional de la información, 2024, v. 33, n. 5. e-ISSN: 1699-2407     11 
 

Chakravarty, Anindita; Grewal, Rajdeep; Sambamurthy, V. (2013). "Information Technology Competencies, 
Organizational Agility, and Firm Performance: Enabling and Facilitating Roles". Information Systems Research, v. 24, n. 4, 
pp. 976-997. https://doi.org/10.1287/isre.2013.0500 

Chatterjee, Sheshadri; Chaudhuri, Ranjan; Gupta, Shivam; Sivarajah, Uthayasankar; Bag, Surajit. (2023). "Assessing 
the impact of big data analytics on decision-making processes, forecasting, and performance of a firm". Technological 
Forecasting and Social Change, v. 196, pp. 122824. https://doi.org/10.1016/j.techfore.2023.122824 

Dhillon, Gurpreet; Backhouse, James. (2001). "Current directions in IS security research: towards socio-organizational 
perspectives". Information Systems Journal, v. 11, n. 2, pp. 127-153. https://doi.org/10.1046/j.1365-2575.2001.00099.x 

Dor, Daniel; Elovici, Yuval. (2016). "A model of the information security investment decision-making process". 
Computers & Security, v. 63, pp. 1-13. https://doi.org/10.1016/j.cose.2016.09.006 

Feng, Gengzhong; Zhu, Jiawen; Wang, Nengmin; Liang, Huigang. (2019). "How Paternalistic Leadership Influences IT 
Security Policy Compliance: The Mediating Role of the Social Bond". Journal of the Association for Information Systems, 
v. 20, n. 11, pp. 2. https://doi.org/10.17705/1jais.00581 

Feng, Taiwen; Yang, Shan; Sheng, Hongyan. (2024). "Supply chain integration and novelty-centered business model 
design: An organizational learning perspective". European Management Journal, v. 42, n. 3, pp. 414-424. 
https://doi.org/10.1016/j.emj.2022.12.002 

Gunasekaran, Angappa; Papadopoulos, Thanos; Dubey, Rameshwar; Wamba, Samuel Fosso; Childe, Stephen J.; Hazen, 
Benjamin; Akter, Shahriar. (2017). "Big data and predictive analytics for supply chain and organizational performance". 
Journal of Business Research, v. 70, pp. 308-317. https://doi.org/10.1016/j.jbusres.2016.08.004 

Huang, Shih-Chia; McIntosh, Suzanne; Sobolevsky, Stanislav; Hung, Patrick C. K. (2017). "Big Data Analytics and Business 
Intelligence in Industry". Information Systems Frontiers, v. 19, n. 6, pp. 1229-1232. https://doi.org/10.1007/s10796-017-9804-9 

Hwang, Inho; Cha, Oona. (2018). "Examining technostress creators and role stress as potential threats to employees' information 
security compliance". Computers in Human Behavior, v. 81, pp. 282-293. https://doi.org/10.1016/j.chb.2017.12.022 

Kalashnikov, Ruslan; Kartbayev, Amandyk. (2024). "Assessment of the impact of big data analysis on decision-making in stock 
trading processes". Procedia Computer Science, v. 231, pp. 786-791. https://doi.org/10.1016/j.procs.2023.12.137 

Kościelniak, Helena; Puto, Agnieszka. (2015). "BIG DATA in Decision Making Processes of Enterprises". Procedia 
Computer Science, v. 65, pp. 1052-1058. https://doi.org/10.1016/j.procs.2015.09.053 

Lamba, Kuldeep; Singh, Surya Prakash. (2017). "Big data in operations and supply chain management: current trends and future 
perspectives". Production Planning & Control, v. 28, n. 11-12, pp. 877-890. https://doi.org/10.1080/09537287.2017.1336787 

Lee, Chunghun; Lee, Choong C.; Kim, Suhyun. (2016). "Understanding information security stress: Focusing on the type of 
information security compliance activity". Computers & Security, v. 59, pp. 60-70. https://doi.org/10.1016/j.cose.2016.02.004 

Liu, Chenhui; Wang, Nengmin; Liang, Huigang. (2020). "Motivating information security policy compliance: The critical 
role of supervisor-subordinate guanxi and organizational commitment". International Journal of Information 
Management, v. 54, pp. 102152. https://doi.org/10.1016/j.ijinfomgt.2020.102152 

Mazzei, Matthew J.; Noble, David. (2017). "Big data dreams: A framework for corporate strategy". Business Horizons, v. 
60, n. 3, pp. 405-414. https://doi.org/10.1016/j.bushor.2017.01.010 

Mikalef, Patrick; Boura, Maria; Lekakos, George; Krogstie, John. (2019). "Big data analytics and firm performance: Findings from 
a mixed-method approach". Journal of Business Research, v. 98, pp. 261-276. https://doi.org/10.1016/j.jbusres.2019.01.044 

Parsons, Kathryn Marie; Young, Elise; Butavicius, Marcus Antanas; McCormac, Agata; Pattinson, Malcolm Robert; 
Jerram, Cate. (2015). "The Influence of Organizational Information Security Culture on Information Security Decision 
Making". Journal of Cognitive Engineering and Decision Making, v. 9, n. 2, pp. 117-129. https://doi.org/10.1177/ 
1555343415575152 

Ram, Jiwat; Desgourdes, Clément. (2024). "Using big data analytics (BDA) for improving decision-making performance 
in projects". Journal of Engineering and Technology Management, v. 74, pp. 101849. https://doi.org/10.1016/j. 
jengtecman.2024.101849 

Singh, Sanjay Kumar; El-Kassar, Abdul-Nasser. (2019). "Role of big data analytics in developing sustainable capabilities". 
Journal of Cleaner Production, v. 213, pp. 1264-1273. https://doi.org/10.1016/j.jclepro.2018.12.199 

Stefanova, Dimitrina; Vasilev, Valentin. (2024). "The competence" Information security" in human resources 
management-a key factor for competitiveness and digital transformation efficiency". Revista Romana de Economie, v. 
58, n. 1(67), pp. 5-17. https://revecon.ro/articles/2024-1/2024-1-1.pdf 

https://doi.org/10.1287/isre.2013.0500
https://doi.org/10.1016/j.techfore.2023.122824
https://doi.org/10.1046/j.1365-2575.2001.00099.x
https://doi.org/10.1016/j.cose.2016.09.006
https://doi.org/10.17705/1jais.00581
https://doi.org/10.1016/j.emj.2022.12.002
https://doi.org/10.1016/j.jbusres.2016.08.004
https://doi.org/10.1007/s10796-017-9804-9
https://doi.org/10.1016/j.chb.2017.12.022
https://doi.org/10.1016/j.procs.2023.12.137
https://doi.org/10.1016/j.procs.2015.09.053
https://doi.org/10.1080/09537287.2017.1336787
https://doi.org/10.1016/j.cose.2016.02.004
https://doi.org/10.1016/j.ijinfomgt.2020.102152
https://doi.org/10.1016/j.bushor.2017.01.010
https://doi.org/10.1016/j.jbusres.2019.01.044
https://doi.org/10.1016/j.jclepro.2018.12.199
https://revecon.ro/articles/2024-1/2024-1-1.pdf


Yi Chen; Wei Shan 

e330519 Profesional de la información, 2024, v. 33, n. 5. e-ISSN: 1699-2407     12 
 

Tang, Yuk Ming; Chau, Ka Yin; Fatima, Arooj; Waqas, Muhammad. (2022). "Industry 4.0 Technology and Circular 
Economy Practices: Business Management Strategies for Environmental Sustainability". Environmental Science & 
Pollution Research, v. 29, n. 33, pp. 49752-49769. https://doi.org/10.1007/s11356-022-19081-6 

Taylor, P. (2022). Global Big Data Industry Market Size 2011-2027. Statista. https://www.statista.com/statistics/254266/ 
global-big-data-market-forecast 

Teece, David J.; Pisano, Gary; Shuen, Amy. (1997). "Dynamic capabilities and strategic management". Strategic Management 
Journal, v. 18, n. 7, pp. 509-533. https://doi.org/10.1002/(SICI)1097-0266(199708)18:7<509::AID-SMJ882>3.0.CO;2-Z 

Tiwari, Sunil; Wee, H. M.; Daryanto, Yosef. (2018). "Big data analytics in supply chain management between 2010 and 2016: 
Insights to industries". Computers & Industrial Engineering, v. 115, pp. 319-330. https://doi.org/10.1016/j.cie.2017.11.017 

Wang, Gang; Gunasekaran, Angappa; Ngai, Eric W. T.; Papadopoulos, Thanos. (2016). "Big data analytics in logistics 
and supply chain management: Certain investigations for research and applications". International Journal of Production 
Economics, v. 176, pp. 98-110. https://doi.org/10.1016/j.ijpe.2016.03.014 

Weishäupl, Eva; Yasasin, Emrah; Schryen, Guido. (2018). "Information security investments: An exploratory multiple 
case study on decision-making, evaluation and learning". Computers & Security, v. 77, pp. 807-823. 
https://doi.org/10.1016/j.cose.2018.02.001 

Whitman, Michael E.; Townsend, Anthony M.; Aalberts, Robert J. (2001). "Information Systems Security and the Need 
for Policy." In: Information Security Management: Global Challenges in the New Millennium. Dhillon, Gurpreet (Ed.), pp. 
9-18. Hershey, PA, USA:IGI Global. https://doi.org/10.4018/978-1-878289-78-0.ch002 

Wu, Yong; Fung, Richard Y. K.; Feng, Gengzhong; Wang, Nengmin. (2017). "Decisions making in information security 
outsourcing: Impact of complementary and substitutable firms". Computers & Industrial Engineering, v. 110, pp. 1-12. 
https://doi.org/10.1016/j.cie.2017.05.018 

Yang, Fan; Abedin, Mohammad Zoynul; Hajek, Petr. (2024a). "An explainable federated learning and blockchain-based 
secure credit modeling method". European Journal of Operational Research, v. 317, n. 2, pp. 449-467. 
https://doi.org/10.1016/j.ejor.2023.08.040 

Yang, Sigeon; Li, Qinglong; Jang, Dongsoo; Kim, Jaekyeong. (2024b). "Deep learning mechanism and big data in 
hospitality and tourism: Developing personalized restaurant recommendation model to customer decision-making". 
International Journal of Hospitality Management, v. 121, pp. 103803. https://doi.org/10.1016/j.ijhm.2024.103803 

Yeniman Yildirim, Ebru; Akalp, Gizem; Aytac, Serpil; Bayram, Nuran. (2011). "Factors influencing information security 
management in small- and medium-sized enterprises: A case study from Turkey". International Journal of Information 
Management, v. 31, n. 4, pp. 360-365. https://doi.org/10.1016/j.ijinfomgt.2010.10.006 

Zameer, Hashim; Wang, Ying; Yasmeen, Humaira. (2020). "Reinforcing green competitive advantage through green 
production, creativity and green brand image: Implications for cleaner production in China". Journal of Cleaner 
Production, v. 247, pp. 119119. https://doi.org/10.1016/j.jclepro.2019.119119 

https://doi.org/10.1007/s11356-022-19081-6
https://doi.org/10.1002/(SICI)1097-0266(199708)18:7%3c509::AID-SMJ882%3e3.0.CO;2-Z
https://doi.org/10.1002/(SICI)1097-0266(199708)18:7%3c509::AID-SMJ882%3e3.0.CO;2-Z
https://doi.org/10.1016/j.cie.2017.11.017
https://doi.org/10.1016/j.ijpe.2016.03.014
https://doi.org/10.1016/j.cose.2018.02.001
https://doi.org/10.4018/978-1-878289-78-0.ch002
https://doi.org/10.1016/j.cie.2017.05.018
https://doi.org/10.1016/j.ejor.2023.08.040
https://doi.org/10.1016/j.ijhm.2024.103803
https://doi.org/10.1016/j.ijinfomgt.2010.10.006
https://doi.org/10.1016/j.jclepro.2019.119119

