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Abstract  

Information security compliance helps to provide the safety and safeguard of personal and sensitive information from 
unauthorized access. This has been equally important both in businesses and academic institutions. Considering the 
organizational significance of information security compliance, this research explores the role of information security 
awareness, compliance knowledge, and organizational citizenship behaviour towards such information security 
compliance. A questionnaire-based data was collected from a valid sample of 318 respondents from both public and 
private sector universities in China. The study applied advanced statistical techniques to investigate data trends, 
variables' measurement, and reliability in the model. The results support the argument that the outer model is reliable 
enough in terms of items and latent variables for consideration in the structural model analysis. The study findings 
through the structural model using the Smart PLS 4 infer that information security awareness, compliance knowledge, 
and organizational citizenship behaviour are positively and significantly related to information security compliance in 
both public and private sector universities. The results also suggest that university administrators need to promote 
compliance knowledge, compliance awareness, and organizational citizenship behaviour, which in return helps to 
achieve better information security compliance.  

Keywords 

Information Security Awareness, Compliance Knowledge, and Organizational Citizenship Behaviour Towards Information 
Security Compliance. 

1. Introduction  
Information security is essential for organizations today because they depend heavily on digital systems for their work. 
Due to rapid technological advancement, organizations implement different types of technical measures to mitigate the 
potential threats linked with information security (Siponen, 2000). For instance, as cyber data and threat breaches 
increase, it is necessary to protect sensitive information and keep running organization operations smoothly through 
technically advanced systems (Soomro et al., 2016). In addition, there are a range of non-technical measures to address 
the concerns related to information security, such as training and awareness about information security and information 
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security education (Amankwa et al., 2014; Hart et al., 2020). In fact, merely focusing on the investment in securing the 
information is not enough where the human aspects play a major role. This is because a considerable number of 
organizations have failed  to achieve information security compliance due to lack of necessary information security 
awareness (Khando et al., 2021).  

Information security compliance in an organizations’ context means that employees follow the organization's rules and 
take necessary actions to protect that information (Guo, 2013). Such information security compliance is more about 
people than technology, wherein employees follow the security rules and remain stuck to policy, report any suspicious 
activity, and avoid risky behavior. Information security compliance also requires employees to follow security rules and 
report any threats (Ifinedo, 2012). Such compliance behavior actions include using strong passwords, reporting emails, 
and not leaving data on desktops. In view of this concern, information security compliance much depends upon 
employees' information security awareness. Organizations are constantly making huge amounts of investments on 
employees' information security awareness to secure their information assets.  

One of the best approaches to address the concerns linked with information security awareness is to explore the new 
body of knowledge and exploit the existing knowledge (Kim; Kim, 2017). Focusing on compliance knowledge indicates 
the fact that insider problems are the most significant part of the security breaches within the organization. Meanwhile, 
without some compliance-related knowledge, organizations are unable to learn from past compliance or non-
compliance experience in order to avoid the repetition of the similar issues. Like other organizational factors, the role 
of compliance knowledge in information security compliance is compassionate and vital (Herath; Rao, 2009). Suppose 
the organizations either working for profit or not-for-profit motives, unable to focus on the information security and 
related concerns. In that case, they will face serious threats of losing their business (Kim; Kim, 2017).  

Organizational Citizenship Behavior (OCB) refers to such voluntary actions that employees take on their own by taking 
actions, like helping or being extra supportive, without being told to do so. It involves solving problems without waiting 
for instructions (Organ, 1988). The linkage between OCB and information security compliance has been observed with 
a very little note in the current studies on information security awareness and information security compliance. OCB is 
different form general compliance of the rules and regulations because it involves doing more than just the bare 
minimum of what's required (Organ; Ryan, 1995). For example, organizations may encourage employees to change their 
passwords for security reasons (Vedadi et al., 2024). By complying to such security regulations, employees not only 
show their commitment to organization's success and safety, but also depict what can be termed as Organizational 
Citizenship Behavior (Organ, 1988). 

Universities have essential research data and resources, which make them vulnerable to security risks. The Department 
of Libraries struggles to create effective policies for digital information security (Farid et al., 2023). This is because they 
hold a lot of essential books and electronic materials, and they must have a strict surveillance on the access to this 
information in order to keep it private and secure (Hamad et al., 2023). Meanwhile, creating strong security measures 
is tough for libraries because they often have limited budgets and staff. Technology is essential for keeping information 
secure, and those who are linked with such responsibilities are equally important (Amini et al., 2021).  

Enhancing employees’ awareness about information security has gained much attention in academic literature over the 
past couple of decades, and theories from both the fields of psychology and criminology have supported the concept of 
information security (Ali et al., 2021). Previous studies also support this argument that employees' lack of information 
security awareness was among the major causes of mishandling of sensitive organizational information (Abraham, 
2011). However, it has been felt that information security awareness and adherence to security practices have not been 
studied much in the context of public and private sector universities (Kavak; Odabaş, 2023; Marett; Barnett, 2021). 
Most of the past research has concentrated only on technical aspects like cybersecurity and software upgradation. Not 
much has been discussed about human behavior and its impact on information security. In other words, there is a dearth 
of studies on how human behaviour can be formed through enhancing employees’ information security awareness, 
developing compliance knowledge, and molding employees’ behavior towards information security compliance. In 
order to fill this research gap, therefore, the current study uncovers the role of information security awareness, 
compliance knowledge, and organizational citizenship behaviour towards information security compliance, in public & 
private universities in China. 

2. Literature Review  

2.1. Information Security Awareness  

Information security awareness means that people or organizations know how to protect their information. They 
understand the risks and know what steps to take to stay safe (Kavak; Odabaş, 2023). Information security awareness is 
about being careful and informed when dealing with information online or in the workplace (Kavak; Odabaş, 2023). It also 
means knowing potential dangers when storing or sharing information. Basically, it helps everyone do their job well while 
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keeping information secure. Information security awareness also helps to create a workplace where everyone prioritizes 
protecting information. When people understand the importance of security, they are likely to follow good practices and 
work together to keep information safe (Da Veiga et al., 2020; Ecek; Çakmak, 2022; Özdemiṙ; Uluyol, 2020).  

Information security awareness also means that employees know and understand the company rules for keeping 
information safe. It ensures that they are familiar with how to protect sensitive data and follow the right steps to avoid 
security risks (Özdemiṙ; Uluyol, 2020; Bulgurcu et al., 2010). Employees with high information security awareness 
understand their company security rules. They recognize the risks that could harm the company's information.  Last, but 
not the least, information security awareness also refers to the conceptual or cognitive awareness about information 
security. Bulgurcu et al. (2010) claim that it is quite complex to know about the cognitive elements and its affective 
elements, since cognitive awareness is about how employees know about security information; however, affective 
awareness is to know about how employees feel or think about their work, which complicates this awareness. If 
someone has both good knowledge and positive attitudes and behavior about information security, they have strong 
information security awareness. 

2.2. Information Security Management  

The widespread effects of cyberattacks and data breaches have significantly increased the importance of information 
security management in today's world. Whitman and Mattord (2011) believed that information security management 
plays a big role in helping organizations stay competitive, protect their reputation, and perform well financially. 
Information security management covers many areas like identifying threats, monitoring risks, verifying identities, 
controlling who has access, backing up data and protecting against malware. Both technologies and procedures are used 
to achieve these goals and keep the information safe (Whitman and Mattord (2019). In simple terms, information 
security management is required for confidentiality, integrity, and accessibility (Whitman; Mattord, 2023; Mattord et 
al., 2024). Additionally, data misuse and system hacks have shown that it is better to plan for information security 
management in advance rather than just reacting after some thereat takes place  (Scarfone; Souppaya, 2009). 

The fast development of information and digital data has changed the manner how organizations manage their information 
security. Such a change was necessitated due to new threats like data breaches and cyberattacks, which are important 
concerns for information security (Choobineh et al., 2007). Safeguarding sensitive information like customer details, research, 
or final records is now a top priority for organizations. As more companies use internet devices, the chances of security 
weakness have increased, making it necessary to implement strict security against threats. Improper information security 
management shows security weaknesses, which can cause severe financial losses and damage to an organization’s reputation.  

A robust information security management plan should, therefore, be a top priority for any organization. The main goal 
of information security management is to protect a company's information from different threats. (Whitman; Mattord, 
2019). To protect the information, it is essential to analyze risks, choose the right security measures, and regularly check 
the working methods of different unit of  organizations (Whitman; Mattord, 2019). In simple terms, insider risks, 
whether caused by someone's mistake or through an intentional sabotage to cause harm on purpose, can still happen 
(Marett; Barnett, 2021). To reduce these risks, organizations often take strict steps like limiting access of sensitive 
information, keeping track of what employees do online, and running employee training programs about cybersecurity. 

2.3. Information Security Compliance  

Information security compliance requires employees to remain proactive to protect information and maintain  a strict 
compliance of organization's rules and regulations (Guo, 2013). Information security compliance directs people and not 
technology; hence, employees must comply with the security rules, policies and remain vigilant to detect any suspicious 
activity, and refrain from indulging in any risky behavior. Information security compliance also requires employees to follow 
all security rules such as using strong passwords, reporting emails, and not leaving data on their computers (Ifinedo, 2012). 

There are several factors that affect information security compliance, such as ambiguity about policies, fear of not following 
the rules, and lack of commitment to organizations. There is a strong relationship between information security and 
compliance of  rules (Siponen; Vance, 2010). The awareness about information security rules helps employees to comply 
with them. For example, in a library, if employees have high prior information about security measures, they are more likely 
to comply with information security. Training the staff on information security not only increases their awareness but also 
encourages them to follow security rules (Bulgurcu et al., 2010; Oluwabunmi; Madukoma, 2022). Studies have explored 
the link between information security and compliance. It has been proven that as employees become more aware of 
security rules, they are more likely to follow them (Oluwabunmi; Madukoma, 2022). When employees understand why 
security rules are essential, they are more willing to comply. Herath and Rao (2009) looked at how awareness, attitude, 
and social expectations impact an employee's intentions. Ifinedo (2012) built a similar model, relating awareness with 
overt behavior and social expectations. Bauer et al. (2017) found that awareness influences compliance indirectly. Sohrabi 
Safa et al. (2016) studied the security rules that help to protect information organizations. In other study, it was found that 
awareness and compliance influence each other (Siponen; Vance, 2010).  
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2.4. Organizational Citizenship Behavior 

Organ (1988) pioneed the definition of Organizational Citizenship Behavior (OCB), as voluntary actions taken by 
employees in an organizational environment, such as helping others or being extra supportive, without being told to do 
so, and solving problems without waiting for instructions. Organ (1997) later added the element of social and 
psychological behaviors at work in this definition, and broadened the role of employees beyond their job activities. 
LePine et al. (2002), too, agreed to this and related OCB with contextual performance rather than merely focusing on 
how people perform their regular job duties. They argued that OCB is like putting in a lot of enthusiasm to complete 
tasks successfully. This concept highlights that employees have a comprehensive approach in performing their regular 
job duties. A truly planned OCB helps to build a framework of environment that supports several task performances. In 
addition, Organ and Ryan (1995) also consider job satisfaction as having a strong connection with OCB. 

For workplace behaviors such as OCB, several criteria must be satisfied. For example, any action amounting to OCB must 
involve personal choice, and that employee chooses to do it without being forced (Organ, 1988), for which employees 
must be paid reward as they do perform a few extra tasks voluntarily (Organ et al., 2005). OCB thus happens also when 
an employee goes beyond the basic expectations for the organization (Organ, 1990). In its basic form, OCB is grouped 
in two types: (1) helping others and (2) general compliance. Helping others might also extend to people outside the 
organizations which can improve their overall performance; general compliance goes along with what is the best for an 
organization without being asked (Nielsen et al., 2012). General compliance also means doing more than what's 
required in their job description (Organ; Ryan, 1995), such as remaining vigilant towards information security standards 
in work place. Those who follow information security standards diligently are incredibly dedicated to the organization's 
success and safety (Vedadi et al., 2024). 

2.5. Knowledge Compliance and Information Security Compliance 

The relationship between knowledge compliance and information security compliance behavior is evident in several 
studies. Kim and Kim (2017), for example, explore how different voluntary compliance behaviors evolve from a knowledge 
management perspective, especially in the light of growing privacy and security concerns, and due to advancements in big 
data and artificial intelligence. This motivation pushed the authors to propose a structural model based on the theory of 
planned behavior and IT-relatedness theory. They surveyed 975 employees from S-OIL, a major Korean energy company 
that has a compliance support system in place. The respondents were divided into two groups. The first group comprised 
those who actively used information technology, and the second group consisted of those who used it passively.  The 
findings indicated that both compliance beliefs and social pressure significantly impacted compliance intentions, with 
compliance knowledge acting as a mediator in both groups. However, the empirical findings also showed that the 
relationships and effects in the active information technology utilization group were much more robust than in the passive 
group. The given theoretical backgrounds suggest that beliefs about compliance and social pressure influence both 
compliance knowledge and intentions. Additionally, the correlation between behavioral beliefs and compliance knowledge, 
along with the social pressure and compliance knowledge, tends to reflect that level of information technology utilization 
plays a significant moderating role. Overall, the given research seemed to enhance the understanding of how various 
factors are influencing voluntary compliance behaviors, while highlighting their relevance to knowledge management 
practices and compliance support systems within the targeted organization of Korea.  

3. Methods, Material, Population and Sample  
The study followed a descriptive and quantitative research design to analyze the relationship between information 
security awareness, compliance knowledge, organization citizenship behaviour, and information security compliance. 
To collect data, a questionnaire was customized whose items were based on measurements and scales available in 
previous studies as presented in Table 1.  

The questionnaire also captured the demographic properties of respondents, which confirmed a good diversification 
distributed across their gender, age, education and job title, hours spent in front of the computer, size of the institution, 
and type of employment, whether regular or contractual.  

The target population of this study comprised all the employees working in the information security departments of the 
public and private sector universities in the South region of China. Due to no specific data available related to the total 
number of employees as working in the targeted departments, the researchers applied a convenient sampling technique. 
A time duration of 5 weeks and three days was spent distributing and collecting the questionnaire. Initially, a total of 
450 copies were distributed, out of which 342 copies were collected. A total of 24 questionnaires were found with 
invalid responses, hence they were dropped from the final sample. As a result, the study sample was restricted to 318 
questionnaires for final analysis.  

The discriminant validity between the study variables information security awareness, compliance knowledge, 
organization citizenship behaviour, and information security compliance were measured using the three widely adopted 
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techniques such as Heterotrait-Monotrait Ratio (HTMT), Fornell-Larcker criterion, and loadings and cross-loadings 
techniques. The subsequent data analyses were performed by testing of the relationships between information security 
compliance, compliance knowledge, information security awareness, and organization citizenship behaviour. For this 
purpose, the structural equation model using the Smart PLS, well known for testing the quantitative relationships 
between the variables, was used to generate path coefficients, relative standard deviation, t-statistics, and p-values. 

Table 1: Study Variables. 
Variables Items of the scale Source(s) 

Information 
Security 
Awareness 
(IV1) 

1. I am aware about the importance about the security and confidentiality of sensitive data. 
2. I understand the importance of password security and regularly update my passwords. 
3. I am aware about university's policies and procedures related to information security. 
4. I am vigilant and report regularly the information security related incidents to appropriate department. 
5. I am aware about cybersecurity threats and take steps to protect university systems. 
6. I understand the significance of data backup and recovery for critical university information. 
7. I participate in the university's information security training programs regularly. 

(Kavak; 
Odabaş, 2023) 

Organizational 
Citizenship 
Behavior (IV2) 

1. I urge my coworkers to comply with security procedures, and volunteer and engage in activities to prevent insecure use of computers. 
2. I often make suggestions to enhance the university’s information security system. 
3. I keep myself abreast with latest rules, policies and procedures related to information security. 

(Turel et al., 
2020) 

Information 
Security 
Compliance 
(DV) 

1. I regularly lock my computer screen when away from my desk. 
2. I do not install unauthorized software on university devices. 
3. I regularly update passwords and do not share them with others. 
4. I report any suspicious activity or security breaches immediately. 
5. I participate in information security training provided by the university. 
6. I am cautious about sharing sensitive information in emails or attachments. 
7. I regularly review and follow the university's information security policies and procedures. 

(Kavak, 2024) 

Compliance 
Knowledge 
(IV3) 

1. I am aware that there are laws and regulations related to my role/task 
2. I have the knowledge of laws and regulations that are related to my role/task 
3. I am aware how, when and why the laws and regulations related to my role/task were enacted/amended. 
4. I understand what is enacted/amended in those laws and regulations related to my role/task 
5. I have the knowledge of how to perform compliance of self-assessment on my work/role 
6. I understand the limitations of the laws and regulations that are related to my role/task have 
7. I understand compliance practice processes that are related to my role/task 

(Bulgurcu et 
al., 2010; 

Ajzen, 1991; 
Ajzen; 

Fishbein, 1980; 
Bandura, 1986) 

4. Results and Discussion  
Table 2 and Figure 1 reveal the gender distribution of the sample, comprising 246 (77.3%) male and 72 (22.7%) female 
respondents, hence the male category dominating in this study.  

Table 2: Gender Distribution. 
Gender Frequency Percentage (%) Cumulative Percentage (%) 

Male 246 77.3 77.3 

Female 72 22.7 100 

Total 318 100  

 
Figure 1: Gender Distribution. 

Table 3 and Figure 2 present the education background of the respondents of the study.  As per the frequency 
distribution, 114 (35.8%) respondents had completed 14 years of education, whereas 49 (15.4%) respondents had 
finished 16 years, and 67 (21%) of the total 318 respondents had more than 16 years of qualification. However, it was 
also found that 88 (27.8%) respondents had diploma and other qualifications. 

Table 3: Educational Background. 
Education Level Frequency Percentage (%) Cumulative Percentage (%) 

14 Years 114 35.8 35.8 

16 Years 49 15.4 51.2 

Above 16 Years 67 21 72.2 

Diploma & Other 88 27.8 100 

Total 318 100  
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Figure 2: Education of the Respondents. 

The computer usage distribution is presented in Table 4 and Figure 3. As per the frequency distribution, 75 (23.5%) 
respondents used their computer for 0-2 hours daily, while 102 (32%) respondents use it for 3-4 hours daily. Additionally, 
85 (26.7%) respondents of the total sample fell into the category of 5-6 hours of computer usage per day. It was also 
found that 56 (17.8%) respondents used their computer for more than 6 hours daily.  

Table 4: Computer Usage (Hours/Day)  
Computer Usage (Hours/Day) Frequency Percentage (%) Cumulative Percentage (%) 

0-2 Hours 75 23.5 23.5 

3-4 Hours 102 32 55.5 

5-6 Hours 85 26.7 82.2 

Above 6 Hours 56 17.8 100 

Total 318 100  

 

 
Figure 3: Computer Usage (Hours/Day). 

Table 5 shows how institutions are distributed by size, and the same is reported using the graphical presentation in 
Figure 4. It explains that 45 institutions, or 14.2%, have fewer than 100 members as their employees, making this the 
smallest and least common size category. The most frequent size category is between 101–and 300, which includes 80 
institutions, or 25.1% of the total. Additionally, those institutions with 301 to 600 members comprise 22.0% of the 
sample, with 70 institutions falling into this range. The institutional size of 601–1000 employees had a total of 55 
institutions, representing 17.3%, showing a moderate presence. There are 35 institutions, or 11.0%, in the range of 
1001–1500. Finally, 33 institutions, or 10.4%, have more than 1500 members, which is the largest size. The data covers 
318 institutions, representing 100% of the sample. 

Table 5: Size of Institution. 
Size of Institution Frequency Percentage (%) Cumulative Percentage (%) 

Under 100 employees 45 14.2 14.2 

101–300 employees 80 25.1 39.3 

301–600 employees 70 22 61.3 

601–1000 employees 55 17.3 78.6 

1001–1500 employees 35 11 89.6 

Above 1500 employees 33 10.4 100 

Total 318 100 --- 

0

50

100

150

200

250

300

350

14 Years 16 Years Above 16 Years Diploma & Other Total

Frequency Percentage (%) Cumulative Percentage (%)

0

50

100

150

200

250

300

350

0-2 Hours 3-4 Hours 5-6 Hours Above 6 Hours Total

Frequency Percentage (%) Cumulative Percentage (%)



Uncovering Role of Information Security Awareness, Compliance Knowledge & Organizational Citizenship Behaviour Towards 
Information Security Compliance in Chinese Public & Private Universities  

e330507 Profesional de la información, 2024, v. 33, n. 5. e-ISSN: 1699-2407     7 
 

 
Figure 4: Size of Institution. 

Table 6 shows the distribution of institutions based on employment type. According to the frequency distribution, 246 
institutions (77.3%) offer regular employment. This category represents the largest proportion of the sample. In contrast, 
72 institutions (22.7%) provide contractual employment, demonstrating a smaller proportion. The data includes 318 
respondents from different educational institutions, accounting for 100% of the sample. The cumulative percentage 
reflects the running total of the proportions, with regular employment making up 77.3% and contractual employment 
bringing the total to 100%, by the end. Figure 5 also depicts the same information for a quick understanding of 
employment types.  

Table 6: Type of Employment. 
Type of Employment Frequency Percentage (%) Cumulative Percentage (%) 

Regular 246 77.3 77.3 

Contractual 72 22.7 100 

Total 318 100  

 

 
Figure 5: Type of Employment. 

The questionnaire's reliability was determined using the alpha score and composite reliability. Besides, convergent 
validity focused on AVE or average variance extracted (Farrell, 2010; Awais Rashid et al., 2021). Table 7 and Figure 6 
show the measures of reliability and convergent validity. The COK represents a measure with a high Cronbach's alpha 
of 0.920, suggesting it is very reliable. Its composite reliability scores are also high (i.e., 0.924 and 0.935), with an AVE 
of 0.674. These scores show that COK has captured much of the concept it is supposed to measure.  

The second variable, ISA, has a Cronbach's alpha of 0.895, indicating strong reliability. Its composite reliability scores are 
good (i.e., 0.907 and 0.921 as composite reliability using rho_and rho_c). The AVE of this variable is 0.630, which is 
acceptable. For the third variable, ISC, the Cronbach's alpha is 0.852, and its composite reliability scores are 0.853 and 
0.900 when accounting for rho_and rho_c. It has an AVE of 0.693, which also captures the intended concept of 
convergent validity well. The fourth variable is OCB, which has a Cronbach's alpha of 0.772, showing decent reliability 
as observed. Its composite reliability scores are 0.790 and 0.868, and its AVE is 0.687. Therefore, it indicates that OCB 
has adequately measured the given concept. Overall, all measures are reliable and effectively capture the concepts they 
are intended to measure. 
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Table 7: Reliability and Convergent Validity Investigation. 
 Cronbach's Alpha Composite Reliability (rho_a) Composite Reliability (rho_c) Average Variance Extracted (AVE) 

COK 0.920 0.924 0.935 0.674 

ISA 0.895 0.907 0.921 0.630 

ISC 0.852 0.853 0.900 0.693 

OCB 0.772 0.790 0.868 0.687 

 

 

Figure 6: HTMT ratio of the Variables. 

The measurement of the discriminant validity, at least between the two different measurement constructs, can be done 
using the Heterotrait-Monotrait (HTMT) ratio (See Figure 6). The HTMT Ratio is a tool used to check if different 
constructs (e.g., information security awareness, compliance knowledge, organization citizenship behaviour, and 
information security compliance) in SEM are distinct from each other, especially when using methods like Partial Least 
Square technique. Discriminant validity makes sure that each construct really measures something unique and is not 
too similar to other variables in a similar model. Typically, if the HTMT value is below 0.85 (or sometimes 0.90), it 
indicates that the constructs are likely distinct from one another (Li et al., 2022; Hair et al., 2021). 

Table 8 shows that the HTMT ratio between COK and ISA is 0.154; while between COK and ISC, the ratio is 0.679, 
suggesting a moderate level of correlation but still within acceptable limits for discriminant validity (less than 0.85). The 
HTMT ratio between ISA and ISC is 0.373, indicating a low correlation and good discriminant validity. The ratio between 
COK and OCB is 0.477, showing a moderate correlation or less than 0.85, while between ISA and OCB, it is 0.207, 
reflecting a low correlation and clear discriminant validity. Lastly, the HTMT ratio between ISC and OCB results are 0.577, 
indicating a moderate correlation, though still within sufficient discriminant validity. 

Table 8: HTMT Ratio. 
 COK ISA ISC OCB 

COK     

ISA 0.154    

ISC 0.679 0.373   

OCB 0.477 0.207 0.577  

 

The Fornell Larcker method of discriminant validity also yielded interesting results in this study. The Fornell-Larcker 
criterion is a way to check if different constructs in structural equation modeling are genuinely distinct from each other. 
It does this by comparing the square root of the average variance extracted (AVE) for each construct with the 
correlations between that construct and others in the model (Afthanorhan et al., 2021). For discriminant validity to be 
confirmed using this method, the square root of the AVE should be higher than the correlation of that construct with 
any other construct (Yusoff et al., 2020). Table 9, however, depicts the correlations between all variables are much lower 
than their square root values. This has led to the inference that discriminant validity is linked with all these variables. 

Table 9: Fornell Larcker. 
 COK ISA ISC OCB 

COK 0.821    

ISA 0.139 0.793   

ISC 0.648 0.317 0.833  

OCB 0.414 0.178 0.479 0.829 

The third method of checking the discriminant validity is by focusing on the loadings and cross-loadings. The given method 
claims that discriminant validity will exist in case the loadings of the items would be above the cross-loadings.  The items' 
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loading for the COK, ISA, ISC, and OCB, along with the VIF of the items, are given in Table 10. The loadings for COK are 0.809, 
0.788, 0.787, 0.824, 0.858, 0.849 and 0.831; for ISA, the loadings are 0.869, 0.528, 0.653, 0.886, 0.883, 0.828, and 0.834, 
for ISC; 0.871, 0.873, and 0.697, and for OCB; 0.788, 0.893, and 0.802. It has been found that these loadings are truly above 
the 0.50 level and are significantly contributing towards the measurement of the COK, ISA, ISC, and OCB.  

Similar evidence can be found when these loadings are compared with the cross-loadings, which are lower than these 
loadings. As a result, this research accepts that the third piece of evidence for checking the discriminant validity is also 
available along with the HTMT and Fornell-Larcker criteria. The available approaches entitled HTMT, Fornell-Larcker, and 
loadings and cross-loadings also have the literature justification (Ab Hamid et al., 2017; Rasoolimanesh, 2022; Yusoff 
et al., 2020; Jianjun et al., 2021).  

The last column of Table 10 aims to check the variance inflation factor (VIF) of the selected items. The results show that 
VIF values are 2.217, 1.954, 2.42, 2.426, 2.813, 2.869, 2.711, 3.863, 1.272, 1.47, 3.632, 4.069, 3.761, 3.969, 3.931, 3.282, 
3.814, 1.191, 1.517, 1.925, and 1.566. These values are lower than the prescribed threshold point of 5 as justified in 
previous studies (Sharma, 2010; 2012; Ye et al., 2022) to claim for the non-presence of the collinearity issue in the data 
and these items. Therefore, the researchers have finally accepted all of these values as final evidence, which leads to 
the selection of the items for the measurement of the variables, with the titles COK, ISA, ISC, and OCB, respectively.  

Table 10: Items loadings, cross loadings and VIF. 
Items COK ISA ISC OCB Items VIF 

COK1 0.809 0.151 0.605 0.377 COK1 2.217 

COK2 0.788 0.136 0.606 0.412 COK2 1.954 

COK3 0.787 0.109 0.446 0.276 COK3 2.42 

COK4 0.824 0.112 0.513 0.350 COK4 2.426 

COK5 0.858 0.128 0.545 0.359 COK5 2.813 

COK6 0.849 0.090 0.502 0.322 COK6 2.869 

COK7 0.831 0.056 0.461 0.241 COK7 2.711 

ISA1 0.113 0.869 0.272 0.173 ISA1 3.863 

ISA2 0.157 0.528 0.199 0.042 ISA2 1.272 

ISA3 0.121 0.653 0.255 0.216 ISA3 1.47 

ISA4 0.174 0.886 0.304 0.203 ISA4 3.632 

ISA5 0.116 0.883 0.246 0.130 ISA5 4.069 

ISA6 0.024 0.828 0.238 0.104 ISA6 3.761 

ISA7 0.052 0.834 0.218 0.068 ISA7 3.969 

ISC4 0.407 0.300 0.876 0.414 ISC4 3.931 

ISC5 0.423 0.338 0.871 0.370 ISC5 3.282 

ISC6 0.430 0.328 0.873 0.389 ISC6 3.814 

ISC7 0.768 0.123 0.697 0.394 ISC7 1.191 

OCB1 0.251 0.148 0.359 0.788 OCB1 1.517 

OCB2 0.403 0.145 0.455 0.893 OCB2 1.925 

OCB3 0.363 0.152 0.370 0.802 OCB3 1.566 

 

Figure 7 covers the measurement model by showing the loadings of the items and the R-square of the main outcome 
variable.  

 
Figure 7: Measurement Model Output using the Items' Loadings and R-square. 
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The output of the structural equation model by applying the Smart PLS version 4 is given in Table 9. The study 
investigated the following three paths: COK -> ISC, ISA -> ISC, and OCB -> ISC. More specifically, the first step was to 
check the impact of the COK on the ISC for respondents from different public and private sector universities in China. 
The original sample and the sample mean represent the path coefficients as observed. However, for the simplicity of 
the analysis, the study goes with the coefficients found using the original sample output. The coefficient for the COK to 
ISC is 0.527, reflecting a positive impact of the COK on the ISC, provided that rest of the factors were constant when 
accounting for this change in the ISC. The standard deviation of this coefficient is 0.044, leading to a t-statistics of 12.031 
and a p-value of 0.000. Both the t-value and the p-value favor keeping the level of significance at 1%. Overall, the results 
state that COK or compliance knowledge is positively associated with information security compliance.  

A positive role of compliance knowledge for higher information security compliance reflects many dimensions. For 
example, understanding compliance knowledge is crucial for effectively performing one's role (in our case, the university 
employees either working through contractual job or regular), especially when navigating laws and regulations. When 
university employees are well aware of the specific laws that apply to their tasks, they can approach their responsibilities 
with greater confidence. This foundational understanding enables them to adapt to changes, such as new regulations 
or amendments. For such purposes, knowing what has been enacted or altered can reasonably help the employees to 
align their actions with current legal standards. As a result, there is an improvement in the employees' ability to manage 
information security compliance. Moreover, a deeper understanding of the practices of information security compliance 
helps empower individuals to take responsibility for maintaining compliance in their roles and duties. 

Table 9: Path Coefficients. 
Variables Original sample (O) Sample mean (M) Standard deviation (STDEV) T statistics (|O/STDEV|) P values 

COK -> ISC 0.527 0.526 0.044 12.031 0.000 

ISA -> ISC 0.204 0.207 0.048 4.241 0.000 

OCB -> ISC 0.225 0.225 0.054 4.154 0.000 

 

The second path aims to examine the impact of the ISA on the ISC using the coefficient of the original sample as 0.204 
and the standard deviation of 0.048. The given t-statistics for this relationship is 4.241 and p-value is 0.000, observing a 
significant result at 1%. This means that ISA is leading towards an increase in information security compliance for the 
public and private sector universities when observed through structural equation modeling techniques. The study 
results can be explained in different perspectives.  

From an organizational perspective, increased information security awareness among university employees, whether 
working through contract or through regular title, aims to foster a culture of compliance where such respondents become 
more aware of security policies and practices. This greater awareness can help reduce non-compliance and strengthen the 
institution's overall security. The additional debate further claims that from an educational viewpoint, the findings suggest 
universities should consider implementing thorough training programs focused on information security awareness. By 
providing individuals with the knowledge and skills to identify and respond to security threats, educational institutions like 
universities can build a more resilient environment to improve information security compliance. Furthermore, the results 
emphasize the need for ongoing communication and reinforcement of security policies, making compliance a collective 
responsibility throughout public and private sector universities. Ultimately, this comprehensive approach can lead to lasting 
improvements in information security compliance within the academic sector of China.  

The third relationship as presented in Table 9 explored the impact of the OCB on the ISC for the given educational institutions 
in China. The results confirm that both the OCB and ISC are positively and significantly connected. This statement is well 
justified when the researcher has examined the direction of the coefficient and the p-value achieved. The coefficient under 
original sample is 0.225 and the p-value is 0.000, showing that a level of citizenship behaviour of the respondents means more 
compliance of information security and vice versa. The statements like taking proactive steps to enhance information security, 
including telling coworkers to follow security rules and procedures, addressing insecure computer usage, making suggestions 
for improvement, and staying informed about relevant security guidelines have well justified the measurement of the 
organizational citizenship behaviour; however, fourth item of the model was removed due to lower factor loadings. The results 
show that the remaining three items have collectively played a significant role in measuring the entire construct of the OCB 
and determining a positive and significant change in the information security compliance.  

Additionally, employees who demonstrate Organizational Citizenship Behavior are crucial for improving university 
information security compliance. Their inclination to communicate openly helps to create a transparent environment 
where information about security policies and best practices is easily shared. The other beneficial outcomes include 
such openness, which encourages the employees to stay well-updated about the compliance requirements. As a result, 
OCB also fosters a supportive culture within the organization where colleagues from different departments and in the 
same departments can assist one another in understanding and applying security measures. When individuals remind 
and motivate each other to follow security protocols as set by the organization, it builds a sense of shared responsibility 
that boosts compliance efforts. 
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Moreover, those employees who aim to exhibit OCB often take the initiative to spot potential security risks and suggest 
improvements, tackling vulnerabilities before they become serious compliance issues. A workplace that values 
organizational citizenship behaviour also tends to have higher job satisfaction and morale. Moreover, when employees 
feel appreciated and engaged, they are more likely to recognize the importance of compliance for information security 
towards the organizational success. Furthermore, employees who practice organization citizenship behaviour set a 
positive example for their peers and, ultimately, demonstrate a commitment to ethical behavior and adherence to 
security protocols. Finally, organization citizenship behaviour encourages involvement in training programs and the 
exchange of knowledge about information security, which enhances awareness and skills. At the end such skill 
development also boosts and strengthens the organization's compliance capabilities.  

The presentation of the structural model output using Figure 8 has well covered the nexus between the variables along 
with the R-square of the model as linked with information security compliance. The given model shows that the R-square 
is 0.51 or 51%, which claims that all the independent variables have reflected this change in the ISC above the moderate 
level. However, by adding more variables into the model, it is anticipated that this value of R-square will be increased on 
substantial grounds. For this purpose, the researchers for the upcoming studies are instructed to properly review the past 
studies linked with the key determinants of information security compliance in different economies. Moreover, any 
theoretical background can provide enough justification to add more variables to this model. The other graphical 
presentation of the study coefficients using the bell-shaped diagram has been provided using Figures 9 to Figure 11.  

 
Figure 8: SEM Output (Inner Model; P-values), ISC; R-square. 

 
Figure 9: Path Coefficient Histogram for COK> ISC. 
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Figure 10: Path Coefficients for ISA→ ISC. 

 
Figure 11: Path Coefficients for OCB→ ISC. 

5. Conclusion and Recommendations 
This study was conducted in China using a sample of employees from both public and private sector universities. The 
results have been presented using the inner and outer model testing under Smart PLS version 4. The main findings 
reveal that compliance knowledge, information security awareness and organization citizenship behaviour are leading 
determinants of information security compliance for the respondents. The given results are based on testing the 
reliability, convergent validity, and discriminant validity of the variables using the most relevant and reliable items. For 
practical implications, the study has several outstanding policies to be implemented by the public sector universities in 
China and other regions of the world. 

In the first step, it is recommended that universities (both public and private) implement regular training sessions for 
their contractual and regular employees to increase awareness of security threats, data protection, and compliance 
standards. These workshops should focus on practical applications to emphasize the importance of following security 
policies and rules defined by the organization. Universities should also develop and share clear information security 
policies based on consequences of non-compliance. However, it is important to note that keeping and considering these 
policies updated and ensuring they are communicated across different organizational levels is essential for staying 
aligned with current security standards. The other possible suggestions indicate the inclusion of information security 
topics in academic courses, especially in IT-related fields. This step would help to create a security-conscious mindset 
among students while engaging the teachers and other staff at the same point of time. Additionally, university 
leadership should promote a security culture by setting a good example. Besides, a regular communication from top 
management about the importance of information security compliance would encourage greater participation across 
the institution and within the departments.  
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In the second step, based upon the positive relationship between compliance knowledge and information security 
compliance, the study would like to suggest the following recommendations for the administration at both public and 
private universities. The university demonstration is recommended to introduce an information security certification 
program for all the staff members, specifically those directly connected with the computer systems. The program should 
be based on the idea that every university employee needs to reach a specific level of knowledge entitled as security 
compliance. The linkage of these certification programs with performance and job appraisal should be directly 
connected to achieve better results over a longer time. The other possible suggestions and practical implications cover 
the appointment of the information security ambassadors from different departments who would be a major role player 
for promoting such programs within and outside the organizations. The administration of the universities can also create 
a dashboard system that gives staff real-time updates on their ISC. Each employee could have a personal dashboard that 
shows their progress in the form of completed compliance activities, their level of knowledge and understanding, and 
any security risks they need to be aware of. All of the above suggestions would reasonably help the staff members and 
administration stay informed and take action to maintain security standards efficiently.  

In the third step, the study suggests policy recommendations for promoting organizational citizenship behaviour toward 
higher information security compliance. It is recommended that universities foster a culture of "responsible employees" 
where the employees are responsible not only for their actions but also for supporting their colleagues for higher 
information security compliance. However, not recognizing and rewarding those employees who are reflecting such 
type of productive behaviour will discourage and demotivate the same individuals. Therefore, the organizational culture 
should be based upon recognizing and rewarding those employees who are performing for improved organizational 
citizenship behaviour. Besides other possible suggestions include promoting transparent communication, providing 
regular training and involvement, and leading by example regarding organizational citizenship behaviour, respectively.  
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