Chinese School Boys and Social Media:
A Study of Cyberattacks

Ying Wang

Recommended Citation:

Wang, Ying (2024). “Chinese School Boys and Social Media: A Study of Cyberattacks”. Profesional de la informacion,
v.33,n.2,e330216.

https://doi.org/10.3145/epi.2024.0216

Received on 2™ April 2024
Accepted on 6™ July 2024

Ying Wang X
https://orcid.org/0009-0003-1557-447X
School for Marxism Studies

Shanxi University, Taiyuan

Shanxi, 030006, China
wy_911126@sina.com

Abstract

This study was conducted to measure the relationship between social media use and cyberattacks on students. The
study also measures the moderating role of privacy issues, lack of information, and parental control concerning social
media use and cyberattacks on students. The quantitative data was used in this research to measure the relationship
between variables. Eight hundred fourteen responses were collected, and the respondents of this study were the
students at a school located in Shanghai and its remote areas. The motivation of this research was to provide theoretical
and practical findings to reduce the number of cyberattacks on students, which is necessary for their better social media
use experience. The study analyzed the collected data using R language, a novel contribution to the literature. The direct
and moderating relationships reported by this research were empirically analyzed to provide reliable findings in the
literature. The study also recommends policy implications to keep students informed and away from cyberattacks.
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1. Introduction

The role of social media is essential in daily life. It provides the opportunity for the sharing of information and other
purpose (Baheer et al., 2023). The information shared on social media platforms helps people understand their
environment. However, the rapid information sharing on social media is also dangerous as fake information is shared on
it (Karthikeyan, 2022). The sharing of counterfeit information and privacy breaches has become customary on social
media. However, the problem of cyberbullying and cyberattacks is also standard on social media these days
(Thumronglaohapun et al., 2022). The victims of these cyberattacks and cyberbullying are the students and teenagers.
They face these challenges because they cannot protect their personal information on social media (Razali; Nawang,
2022). Similarly, the breach in social media information sharing is also a problem for its users as their confidential and
personal information is in the wrong hands. The stability of information sharing on social media platforms can provide
a way forward to avoid any possible cyberattacks (Tiamboonprasert; Charoensukmongkol, 2022; Durmi¢ et al., 2020).

The students who use social media must have information about its privacy issues (Wright; Wachs; Gamez-Guadix, 2022).
The available information on social media platforms can be problematic for students, reducing their behavior and learning.
The information shared on social media platforms should not be personal and harmful (Bedrosova et al., 2022). The unfair
use of information or privacy breaches on social media can cause cyberbullying to students. Many students who use social
media face cyberbullying from their peers and strangers (Schade; Voracek; Tran, 2021). This cyberbullying is not good
because people face challenges in it. However, the positive use of social media can benefit the students for community
discussion and information sharing (Chai, 2021). The reliability of social media platforms used for cyberbullying can be a
problematic factor. Many cases are reported each year regarding cyberattacks based on social media (Chai, 2021).

Previously, scholars reported different factors to avoid cyberattacks from using social media. Houkamau et al. (2021)
pointed out that the students must be informed about the reliable use of social media to prevent cyberattacks. The
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study Kamel (2021) pointed out that using social media platforms is critical for learning, but students must not share
sensitive information. Nappa et al. (2021) remarked that personal information that could cause harm should not be
shared on social media because the breach of privacy can be problematic to the students. The study Carlson and Frazer
(2021) confirmed that using social media platforms is necessary in modern times. Still, users must be guided on how
they can protect their data from those involved in cyberattacks. Khudhair (2021) highlighted that the social media
platform administration must develop strict and robust protocols that cause hindrance in cyberattacks.

However, the current research aimed to measure the relationship between social media use and cyberattacks on students.
The study also measures the moderating role of privacy issues, lack of information, and parental control about social media
use and cyberattacks on students. The quantitative data was used in this research to measure the relationship between
variables. The motivation of this research was to provide theoretical and practical findings to reduce the number of
cyberattacks on students, which is necessary for their better social media use experience. The study analyzed the collected
data using R language, a novel contribution to the literature. The direct and moderating relationships reported by this
research were empirically analyzed to provide reliable findings in the literature. The rest of the study is divided into a review
of the literature, the research methodology, the data analysis, and the discussion of hypotheses, findings, and implications.
Furthermore, the future directions for scholars are also provided in this research.

2. Review of Literature

The use of social media has become a trend in modern times (Albikawi, 2023). However, the fair use of social media is
required in contemporary times to ensure no public information breach. With the advancement of intelligent technology
in mobile phones, the use of social media has also increased even among students (Polanin et al., 2021). For students using
social media platforms rapidly, it becomes necessary for them to protect their data. The information sharing on social
media platforms can cause students to learn, which is even problematic for their behavior (Mahmood, 2020). In this way,
sincere work is required on social media platforms, and students must be guided in using social media. Information sharing
on social media is common, but this information can be fake, which can affect the beliefs of the students (Menin et al.,
2021). The students must understand the dynamics of their work and develop a positive approach to using social media.
Cyberattacks on social media are common, and privacy protocols are required to avoid these attacks (Zhu et al., 2020). The
students' motivation can become a significant factor in learning and improving students' behavior. A positive approach to
students' behavior and learning can motivate them to advance their social values (Lopez-Meneses et al., 2020). The
reliability of social media platforms is necessary to ensure that students are learning to use social media correctly. The fair
use of social media is helpful for students for information sharing. Still, the extensive use of social media can be problematic
for them and even reduce their performance in education (Vivolo-Kantor et al., 2021). Therefore, social media platforms
should be used carefully with appropriate working approaches, which are required to avoid any cyberattack (Hellfeldt;
Lépez-Romero; Andershed, 2020). The above discussion leads to the following hypothesis.

H1: Social media use has a relationship with cyberattacks on students.

The use of social media is necessary for the public as modern-day information is easy to access. However, the social media
platforms working and monitoring is also required (Yuvaraj et al., 2021a). The breach in privacy on social media results in
negative ways of information sharing, which is problematic for unstable information (Forssell, 2020). It is noted that the
protocols for protecting the information on social media platforms should be appropriate, which is a way to improve learning.
The strategic advancements in information protection on social media can become a significant factor for the public (Barlett
etal., 2021). The reliability of information protection on social media is also necessary for the public. However, the developers
should protect the social media-related information, which is necessary to lead social media in a better way (Tahat; Tahat;
Habes, 2020). Users' experience with social media would be increased over time with the information protection protocols.
The stability of information and its protection for the public is necessary to develop a positive attitude towards using social
media (Zhong et al., 2021). Students spend a lot of time on social media platforms, which should be improved to enhance the
public experience. Protecting information without any breach of privacy is a strategic way forward that can advance people's
learning on social media applications (Carlson; Frazer, 2021). The stability of students in their learning and reliable
performance is improved over time with sustainable working. The advancements in social media platforms should be based
on the principles to avoid any breach of the privacy of the people (Park et al., 2021). It would be a way for the students to
protect their information on social media platforms, which would help them achieve their goals strategically. The
improvements in social media platforms can provide a way forward for the students in their better and more advanced user
experience (Ngo et al., 2021; Shadmanfaat et al., 2021). The above discussion leads to the following hypothesis.

H2: Privacy issues moderate the relationship between social media use and cyberattacks on students.

The lack of information to use social media platforms is also a cause for students who face problems using social media
(Kircaburun et al., 2021). Reliable working on social media platforms is necessary. Still, users must be aware of the use of
social media. The information shared on social media platforms can be problematic for the users, but they must know how
to use this information (Khudhair, 2021). The stability of the use of social media is also necessary to ensure that the
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information is shared with users to improve their experience. The users of social media platforms must be provided with
the guidelines required to develop their behavior positively (Kamel, 2021). Stability in using social media is necessary, which
is possible by improving the users' behavior by providing them with reliable information. The information to use social
media platforms helps the users to enhance their learning experience (Nappa et al., 2021). Furthermore, the use of social
media platforms helps the users to get a better experience, which is also necessary for them to have stability in their work.
The advancement of social media platforms is helpful for users to improve their understanding to get away from any
cyberattacks (Yuvaraj et al., 2021b). Similarly, if teenagers are informed about the cheerful and careful use of social media,
it would be helpful for them to enhance their performance. Stability in social media use can be a way forward to avoid any
breach of privacy (Zhong et al., 2021). Therefore, user guidance for the social media platforms should be provided to each
user, which would be helpful for advancement in the use of social media (Tiamboonprasert; Charoensukmongkol, 2022).
The community groups for social media usage-related information sharing are also critical to advancing the use of social
media for the public. The above discussion leads to the following hypothesis.

H3: Lack of information moderates the relationship between social media use and cyberattacks on students.

For children and students, it is the responsibility of the parents to provide information for the reliable use of social media
(Razali; Nawang, 2022). Parents are required to teach their children how to use social media for information purposes only.
The accounts of teenagers should be monitored by their parents to check for any potential threat to them regarding the
use of social media (Chai, 2021). It would be a practical approach to advance the use of social media. When the students
are using social media without the parents' permission, the parents' control is negligible, which causes the cyberbullying
to the students (Schade et al., 2021). The advancements in social media platforms are necessary to develop social media's
role strategically. Stability on social media platforms is possible with reliable work keenly required for parents (Houkamau
et al., 2021). The proper monitoring of social media and discussion related to the use of social media with children can
save them from cyberattacks. The mechanism for parental control on the use of social media should be appropriately
developed, which would be helpful for the students to improve their usage (Bedrosova et al., 2022). Similarly, the students
and children are also required to permit their parents to monitor their social media activities as it is a way forward for
strategic development in it (Karthikeyan, 2022). The proper use of social media platforms is critical to learn, but it is also
necessary to get away from cyberbullying and other attacks. Children who do not inform their parents about the breach of
their information on social media platforms face challenges related to the violation of information, which is problematic
for students to improve their behavior (Thumronglaohapun et al., 2022). Hence, the use of social media should be
monitored appropriately, which is necessary to get away from cyberattacks (Baheer et al., 2023; Todorov; Mitrev; Penev,
2020). The above discussion leads to the following hypothesis.

H4: Lack of parental control moderates the relationship between social media use and cyberattacks on students.

3. Methodology

This research used A quantitative approach to measure the relationship between variables. This approach was used because
the previous studies measured the same variables using quantitative data. Hence, the scale items developed, tested, used,
and established from the earlier studies were used in this research to collect data (Arpaci; Aslan, 2023; Mohamed; Ahmad,
2012; Ho et al., 2020; Zhang et al., 2017; Price et al., 2018). The previous studies already established the validity of these scale
items, and no pilot study was required for this purpose. However, external experts confirmed the face validity of the adapted
scale to check the language and content of the scale. The experts confirmed the language of the scale was reasonable and
understandable to the respondents. Hence, the scale of the study was validated. The questionnaires designed for this research
were based on two sections. The first section was dedicated to the demographic information of the respondents. The second
section of the questionnaire was designed for the Likert scale items. A five-point Likert scale was used for this purpose. This
study considered a five-point Likert scale, regarded as non-confusing to respond to. The items adapted from the previous
studies were used in this section to collect quantitative data to measure the relationship between variables.

The population of this study were students at different schools in China. The location of Shanghai and its remote areas
were selected to collect the data. The schools were physically visited, and students were asked permission to collect
data. The students ensured that they were ready to provide data for this research. Accordingly, permission was also
obtained from the administration of schools to collect the data. The data was collected from students using a random
sampling approach. This sampling method was applied because all the students were asked about their social media
use. Accordingly, they also confirmed that they use social media. One thousand questionnaires were distributed at
different schools to collect data. However, only 817 responses were collected back. The preliminary analysis was also
conducted, and the study found 3 responses with missing values and biased responses. Hence, a sample of 814
respondents was finalized after removing the biased responses from the scale. Furthermore, the study used R language
to analyze data, which is considered a new technique for quantitative and primary data analysis.

4. Data Analysis and Results
Initially, the normality of data was tested to measure its accuracy for further analysis. The study analyze the findings of
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mean and standard deviation, which were reported as usual. Furthermore, the missing values were also tested and
confirmed as expected. The study tested the skewness and kurtosis values to confirm the data's normality. The skewness
and kurtosis values between +3 and -3 are reported as significant and usual (Royston, 1992). The results of the study
shown in Table 1 pointed out that the skewness and kurtosis of the data were significantly established.

Table 1: Descriptive Statistics.
Missing | Mean | Std. Deviation | Skewness Std. Error of Skewness | Kurtosis | Std. Error of Kurtosis | Minimum | Maximum
SMU1 0 3.403 1.142 -0.125 0.169 -0.992 0.337 1.000 5.000
SMU2 0 3.330 1.176 -0.067 0.169 -1.050 0.337 1.000 5.000
SMU3 0 3.364 1.245 -0.153 0.169 -1.196 0.337 1.000 5.000
SMuU4 0 3.427 1.194 -0.147 0.169 -1.104 0.337 1.000 5.000
SMUS 0 3.379 1.123 -0.100 0.169 -1.006 0.337 1.000 5.000
PI1 0 3.442 1.162 -0.131 0.169 -1.098 0.337 1.000 5.000
P12 0 3.354 1.208 -0.006 0.169 -1.224 0.337 1.000 5.000
P13 0 3.456 1.171 -0.198 0.169 -1.128 0.337 1.000 5.000
Pl4 0 3.364 1.241 -0.010 0.169 -1.321 0.337 1.000 5.000
PI5 0 3.422 1.210 -0.125 0.169 -1.216 0.337 1.000 5.000
LIl 0 3.476 1.208 -0.127 0.169 -1.341 0.337 1.000 5.000
LI2 0 3.432 1.127 -0.128 0.169 -1.127 0.337 1.000 5.000
LI3 0 3.422 1.169 -0.134 0.169 -1.141 0.337 1.000 5.000
L4 0 3.359 1.209 -0.151 0.169 -1.122 0.337 1.000 5.000
LI5 0 3.383 1.274 -0.151 0.169 -1.271 0.337 1.000 5.000
LPC1 0 3.350 1.191 -0.005 0.169 -1.232 0.337 1.000 5.000
LPC2 0 3.388 1.199 -0.153 0.169 -1.050 0.337 1.000 5.000
LPC3 0 3.320 1.106 0.059 0.169 -1.076 0.337 1.000 5.000
LPC4 0 3.393 1.240 -0.164 0.169 -1.197 0.337 1.000 5.000
CS1 0 3.451 1.208 -0.170 0.169 -1.192 0.337 1.000 5.000
CS2 0 3.519 1.180 -0.236 0.169 -1.232 0.337 1.000 5.000
CS3 0 3.325 1.196 -0.081 0.169 -1.023 0.337 1.000 5.000
CS4 0 3.316 1.246 -0.069 0.169 -1.220 0.337 1.000 5.000
CS = cyberattack on students, LPC = lack of parental control, LI = Lack of information, Pl = privacy issues, and SMU = social media use

The findings of factor loadings were measured in the second stage. This analysis was conducted to measure the reliability
of each scale item used in this research. The findings of factor loadings reported in Table 2 confirmed that all items
achieved significant reliability, which was confirmed with p values. The p values less than 0.05 were accepted as
substantial (Hair et al., 2010).

Table 2: Factor Loadings.

95% Confidence Interval

Latent Indicator Estimate Std. Error z-value p Lower Upper
CS1 1.000 0.000 1.000 1.000
cs CS2 0.978 0.090 10.917 <.001 0.802 1.153
CS3 0.988 0.091 10.892 <.001 0.810 1.166
CS4 0.534 0.097 5.493 <.001 0.343 0.724
L1 1.000 0.000 1.000 1.000
LI2 0.849 0.099 8.549 <.001 0.654 1.044
LI LI3 0.912 0.103 8.842 <.001 0.710 1.114
L4 0.979 0.107 9.171 <.001 0.770 1.188
LI5 1.116 0.113 9.874 <.001 0.894 1.337
LPC1 1.000 0.000 1.000 1.000
LPC LPC2 0.993 0.090 11.006 <.001 0.816 1.170
LPC3 0.916 0.083 11.009 <.001 0.753 1.079
LPC4 0.660 0.097 6.814 <.001 0.470 0.850
PI1 1.000 0.000 1.000 1.000
PI2 1.806 0.287 6.282 <.001 1.242 2.369
Pl PI3 1.852 0.289 6.400 <.001 1.285 2.419
PI4 1.971 0.308 6.409 <.001 1.368 2.574
PIS 1.948 0.303 6.435 <.001 1.355 2.542
SMU1 1.000 0.000 1.000 1.000
SMU2 0.995 0.094 10.590 <.001 0.811 1.179
SMU SMU3 1.127 0.099 11.347 <.001 0.932 1.322
SMU4 0.830 0.097 8.571 <.001 0.641 1.020
SMU5 0.695 0.092 7.562 <.001 0.515 0.875

CS = cyberattack on students, LPC = lack of parental control, LI = Lack of information, PI = privacy issues, and SMU = social media use

Accordingly, the factor variance findings were determined. Factor analysis assumes that variance can be partitioned into
two types of variances, common and unique. Common variance is the amount of variance that is shared among a set of
items. Highly correlated items will share a lot of variances. The significant threshold to measure variance was p < 0.05.
The findings shown in Table 3 confirmed that factor variance was significantly established.
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Table 3: Factor Variances.

95% Confidence Interval

Variable Estimate Std. Error z-value p Lower Upper
SMU 0.777 0.125 6.229 <.001 0.533 1.022

Pl 0.268 0.083 3.225 0.001 0.105 0.431

LI 0.714 0.129 5.541 <.001 0.461 0.966

LPC 0.849 0.135 6.278 <.001 0.584 1.113

CS 0.542 0.097 5.582 <.001 0.351 0.732

CS = cyberattack on students, LPC = lack of parental control, LI = Lack of information, Pl = privacy issues, and SMU = social media use

Furthermore, the findings of residual variances were measured. Residual variance measures the amount of unexplained
variance in the data. A high residual variance indicates a lot of variability in the data that is not accounted for by the
model. The significant threshold to measure residual variance for each item was p < 0.05. The results of residual variance
are shown in Table 4.

Table 4: Residual Variances.

95% Confidence Interval
Variable Estimate Std. Error z-value p Lower Upper
SMU1 0.521 0.067 7.790 <.001 0.390 0.653
SMU2 0.607 0.074 8.150 <.001 0.461 0.753
SMU3 0.555 0.076 7.333 <.001 0.407 0.703
SMu4 0.883 0.096 9.205 <.001 0.695 1.071
SMU5 0.879 0.093 9.488 <.001 0.698 1.061
PI1 1.076 0.109 9.885 <.001 0.863 1.289
P12 0.579 0.068 8.522 <.001 0.446 0.712
P13 0.446 0.056 7.913 <.001 0.336 0.556
Pl4 0.492 0.063 7.851 <.001 0.369 0.615
PI5 0.441 0.058 7.641 <.001 0.328 0.554
Li1 0.740 0.082 9.033 <.001 0.579 0.900
LI2 0.751 0.080 9.371 <.001 0.594 0.907
LI3 0.767 0.083 9.266 <.001 0.605 0.929
Li4 0.769 0.084 9.126 <.001 0.604 0.934
LIS 0.727 0.083 8.708 <.001 0.563 0.890
LPC1 0.563 0.071 7.907 <.001 0.424 0.703
LPC2 0.595 0.074 8.065 <.001 0.451 0.740
LPC3 0.506 0.063 8.062 <.001 0.383 0.629
LPC4 1.160 0.120 9.691 <.001 0.925 1.394
CS1 0.550 0.078 7.047 <.001 0.397 0.703
CS2 0.524 0.074 7.037 <.001 0.378 0.670
CS3 0.544 0.077 7.084 <.001 0.393 0.694
CS4 1.290 0.132 9.791 <.001 1.031 1.548
CS = cyberattack on students, LPC = lack of parental control, LI = Lack of information, Pl = privacy issues, and SMU = social media use

Finally, the findings of regression coefficients were used to analyze the data. The study found that the direct relationship
between social media use and cyberattacks was significant, and H1 was accepted. Secondly, H2 was also established as
the study found that privacy issues moderate the relationship between social media use and cyberattacks on students.
Thirdly, H3 was also established as the study found that lack of information moderates the relationship between social
media use and cyberattacks on students. Finally, H4 was also established as the study found that lack of parental control
moderates the relationship between social media use and cyberattacks on students. The results of regression
coefficients were accepted with p < 0.05 (Hair et al., 2017; Hult et al., 2018) and shown in Table 5.

Table 5: Regression Coefficients.

95% Confidence Interval
Predictor Outcome Estimate Std. Error z-value P Lower Upper
SMU CS 0.194 0.029 6.689 <.001 0.160 0.448
PI*SMU CS 0.389 0.039 9.974 <.001 0.276 0.454
LI*SMU CS 0.190 0.035 5.428 <.001 0.140 0.761
LPC*SMU CS 0.504 0.055 9.163 <.001 0.114 0.172

CS = cyberattack on students, LPC = lack of parental control, LI = Lack of information, PI = privacy issues, and SMU = social media use

5. Discussion And Conclusion

This study considered empirical data to measure the relationship between variables. Empirical data was used for the
analysis using the R language. The study found that the direct relationship between social media use and cyberattacks
was significant, and H1 was accepted. Meanwhile, the findings of previous studies were used to compare the
relationship established by this research. According to Chai (2021), using social media has become popular. Social media
usage must be done responsibly to guarantee that public information is secure in the modern day. Student use of social
media has expanded along with the introduction of intelligent technology in mobile phones. According to Khudhair
(2021), students using social media frequently need to safeguard their personal information. Students' learning may
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suffer due to information sharing on social networking platforms, which may have adverse behavioral effects. According
to Zhang; Han, and Ba (2020), students need to be directed in their social media usage, and actual work is required to
improve on social media platforms. Social media is a frequent place for people to share knowledge. However, some of
this material may be false, which could challenge students' ideas. According to Carlson and Frazer (2021), in addition to
developing a constructive social media usage strategy, students must comprehend the dynamics of their workplace.
Social media hacks are frequent, and protecting oneself from them requires following privacy precautions. According to
Price et al. (2018), students' motivation can significantly influence their ability to learn and change their behavior.
Positive reinforcement in behavior and education can inspire pupils to improve their social values. According to Nappa
et al. (2021), social media platforms must be dependable to guarantee that students acquire social media usage skills.
According to Kircaburun et al. (2021), while students can benefit from the fair use of social media for knowledge
exchange, excessive use of these platforms might negatively impact students' academic achievement. Social media
platforms should be used properly and with the proper operating methods to prevent any cyberattack.

Secondly, H2 was also established as the study found that privacy issues moderate the relationship between social media
use and cyberattacks on students. Meanwhile, the findings of previous studies were used to compare the relationship
established by this research. According to Arpaci and Aslan (2023), the public must use social media because it is so easy
to acquire information in the present era. Furthermore, social media networks need to be monitored and kept in operation.
According to Tahat et al. (2020), social media privacy violations lead to unfavorable information dissemination, which is
hazardous for unverified information. It is observed that adequate procedures for safeguarding data on social media
platforms should be followed to advance learning. According to Baheer et al. (2023), the public may find the strategic social
media information protection developments meaningful. The public also needs to be assured that information on social
media is reliably protected. According to Mohamed and Ahmad (2012), to steer social media in a more positive direction,
developers must safeguard information related to social media. Users would eventually have a better social media
experience thanks to information protection procedures. According to Ehman and Gross (2019), information must be
reliable protected to foster an exemplary attitude on social media usage. To improve the public's experience, social media
platforms where students spend a lot of time should be upgraded. According to Wachs; Wright, and Vazsonyi (2019), one
smart move that can help users learn more on social media platforms is to secure information while maintaining their
privacy. With sustainable effort, pupils' learning and consistent performance become more stable. According to
Karthikeyan (2022), social media platform innovations should be founded on protecting individuals' privacy against
invasion. It would be a step in the right direction for the students to safeguard the data they post on social media sites,
which would help them strategically accomplish their objectives. According to Wright et al. (2022), students may benefit
from a more advanced and better user experience thanks to advancements in social media platform functionality.

Thirdly, H3 was also established as the study found that lack of information moderates the relationship between social
media use and cyberattacks on students. Meanwhile, the findings of previous studies were used to compare the
relationship established by this research. According to Carlson and Frazer (2021), students struggle with social media
use due to a lack of knowledge about how to use these platforms. Users must know how to use social media, but
dependable functioning on these sites is also essential. According to Tiamboonprasert and Charoensukmongkol (2022),
social media platform users may have difficulties using the information posted there, but they must be aware of how to
use it. Maintaining consistency in social media use is also essential to ensuring consumers receive information that
enhances their experience. According to Atapattu et al. (2020), furnishing social media platform users with the requisite
guidelines to foster positive behavioral development is imperative. Stability in social media use is essential, and it can
be achieved by enhancing user behavior by providing trustworthy information. According to Kircaburun et al. (2021),
the knowledge of how to use social media platforms aids users in improving their educational process. Utilizing social
media sites also aids users in gaining a better experience, which is also required for them to have consistency in their
work. According to Houkamau et al. (2021), social media platform advancements have helped users become more
aware of how to avoid cyberattacks. In the same way, teens may improve their performance if they know how to utilize
social media responsibly and constructively. According to Kamel (2021), maintaining consistency in social media use can
help prevent privacy breaches. As a result, each user should receive user guidelines for the social media platforms since
this will promote progress in using social media. According to Forssell (2020), to encourage the public's use of social
media, community groups for information sharing relating to social media usage are essential.

Finally, H4 was also established as the study found that lack of parental control moderates the relationship between
social media use and cyberattacks on students. Meanwhile, the findings of previous studies were used to compare the
relationship established by this research. According to Thumronglaohapun et al. (2022), parents must educate their
children and students on safe social media usage practices. Parents must instruct their children on using social media
solely for informational purposes. According to Ho et al. (2020), parents should monitor their teenagers' social media
profiles to see if anything could pose a risk to their safety. It would be a valuable strategy to promote social media usage.
Parents have limited control over their children when they use social media without their consent, which leads to
cyberbullying. According to Thumronglaohapun et al. (2022), the strategic development of social media's function
requires advancing social media platforms. Stability on social networking platforms can be achieved through dependable
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jobs, which is especially important for parents. According to Zhang et al. (2017), children can be protected from all
cyberattacks by having appropriate social media monitoring and usage conversations. If the parental control system
were built appropriately, it would benefit pupils to improve their social media usage. According to Khudhair (2021), as
it's a step towards strategic growth, kids and students must also permit their parents to monitor their social media
activity. While making appropriate use of social media is essential for learning, avoiding cyberbullying and other forms
of abuse is equally vital. According to Thumronglaohapun et al. (2022), children who fail to notify their parents about
the compromise of their data on social media sites encounter difficulties stemming from this information breach, which
makes it difficult for pupils to behave better (Albikawi, 2023). Therefore, it's essential to monitor social media use in
order to prevent cyberattacks adequately.

5.1. Implications and Future Directions

The study developed significant theoretical as well as practical implications. The findings of this research improved the
body of knowledge because, previously, the relationship between these variables was inclusive. The study empirically
found that social media use predicts cyberattacks on students. This relationship was reported as positive and negative by
the findings of previous studies. Furthermore, the study also found that privacy issues positively moderate, strengthen,
and improve the relationship between social media use and cyberattacks on students. Hence, this relationship is new to
the body of knowledge because previous studies have not investigated this relationship. Accordingly, the study also found
that lack of information positively moderates strengthens and improves the relationship between social media use and
cyberattacks on students. Therefore, this relationship is new to the body of knowledge because previous studies have not
investigated this relationship. Finally, the study also found that lack of parental control positively moderates strengthens
and improves the relationship between social media use and cyberattacks on students. Hence, this relationship is new to
the body of knowledge because previous studies have not investigated this relationship. Collectively, the study enriched
the body of knowledge by highlighting the significant relationships between the variables.

The findings of this research also provide practical recommendations for students and their parents to avoid
cyberattacks on social media platforms. Firstly, the study recommends protecting social media platforms to protect
students from cyberattacks. The prime responsibility of social media developers is to provide strict security, which would
help students to use social media safely. Furthermore, the students must be informed about the proper use of social
media platforms. The information to use social media accounts is necessary for the students to protect them from
cyberattacks. When the students are motivated to use social media, it is the responsibility of the parents to analyze the
shared information on social media accounts. The collective efforts of the students and their parents are critically
required to avoid this. The students should be motivated to use social media information critically and be trained not to
share their sensitive information on social media platforms. It would be reliable for the students to advance their
learning, which would be strategically important in improving their learning behavior. The awareness campaigns created
for students to use social media reasonably would be helpful for them to be safe from any possible cyberattacks.

The findings of this research contributed significant knowledge to the literature. This research's critical theoretical
contributions are reliable for advancing scholars' understanding. However, the study recommended future directions
for the scholars to contribute to the literature. Future studies are required to conduct multigroup analysis to measure
the way female and male students face challenges related to cyberbullying and cyberattacks on social media platforms.
It would be a novel contribution to the literature by highlighting the significant findings. Accordingly, future studies are
required to measure the impact of cyberbullying on the mental health of school students. This research should be
conducted because previous studies left loops in the body of knowledge. In this way, this significant contribution would
enrich the body of knowledge. The working on future studies in these directions would be substantial for future research
to advance the body of literature.
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